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NIS27?

EU Cyber legislation (EU) with global impact

 Directive (not regulation)
« Cybersecurity

 Critical sectors

« Update NIST

* More info:
https://ffwd2/NIS2 (Long URL: https://eur-lex.europa.eu/eli/dir/2022/2555/ o))
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NIS2 and other legislation

EU Cyber legislation (EU) with direct impact to other initiatives

. CER

- GDPR

- DORA

. Al (Al Act)

https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
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NIS2

Impact
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NISZ2 impact to companies

Direct <> indirect

Direct Indirect
NIS2 Size definitions - Supply chain
Size-cap (<50, >=50, >250) . Contractual

« Annual Turn-over Incidents

Balance total Best practices
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NIS 2 scope

Sectors in scope
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More info

« ENISA : https://www.enisa.europa.eu/topics/awareness-and-cyber-
hygiene/raising-awareness-campaigns/network-and-information-systems-
directive-2-nis2

Topic 1: What You Need to Know

Topic 2: What's new in NIS2

Topic 3: Sectors in Scope

Topic 4: Risk Management Measures
Topic 5: Incident Reporting Obligations
Topic 6: EU-Level Collaboration

Topic 7. National Supervision Key Actors

Topic 8: Vulnerability Disclosure and Coordinated Vulnerability Disclosure (CVD)
Topic 9: Implementing Act
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More info

EU Commission FAQ & guidelines

 https://digital-strategy.ec.europa.eu/en/faqgs/directive-measures-high-
common-level-cybersecurity-across-union-nis2-directive-fags

« https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
Commission Guidelines on the application of Article 4 (1) and (2) of Directive
(EU) 2022/2555 (NIS 2 Directive): https://digital-
strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-
and-2-directive-eu-20222555-nis-2-directive
Commission Guidelines on the application of Article 3(4) of Directive (EU)
2022/2555 (NIS 2 Directive): https://digital-
strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-
directive-eu-20222555-nis-2-directive

PECB


https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-4-1-and-2-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive
https://digital-strategy.ec.europa.eu/en/library/commission-guidelines-application-article-34-directive-eu-20222555-nis-2-directive

NIS2

Current state of play
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Current state of play

NIS2 implementation in EU

https://digital-strategy.ec.europa.eu/en/policies/nis-transposition
https://ecs-org.eu/activities/nis2-directive-transposition-tracker/

. Transposed (EU
Member States)

. Draft Law (EU Member
S

tttttt
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Current state of play

NIS2 Situation in Europe (ref data May 2025)

. As of now, 14 out of 27 EU Member States have transposed the NIS2 Directive into national law.
- Belgium (£2)

- Italy (£2) Wit

e Greece ( ) dal
» Slovakia (£4) sty
« Romania (£4) et Low (om0

States)

- Croatia (§4)

- Lithuania (£4)

- Finland (E4, Ecso)
- Denmark(E4, Ecso)
« Hungary(84, Ecso)
- Latvia(E4, Ecso) »
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NIS2

Implementation approach
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Implementing & interpreting NIS 2

Implementation guidelines

 ENISA
- https://www.enisa.europa.eu/publications/nis2-technical-implementation-
guidance

Cybersecurity roles and skills for NIS2 Essential and Important Entities:
https://www.enisa.europa.eu/publications/cybersecurity-roles-and-skills-for-
nis2-essential-and-important-entities

 Digital SME

https://www.digitalsme.eu/digital-sme-launches-guide-to-position-smes-as-
trusted-nis2-suppliers/
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Implementing & interpreting NIS 2

Other resources

« Belgium : CCB (Centre For Cybersecurity) > NIS2 guidance & tools (Cyfun
Tools)
https.//atwork.safeonweb.be/cyberfundamentals-toolbox
Incl
Choosing the right Assurance level

Completing your Self-Assessment
Other CyFun tools

PECB
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NIS2

Compliance
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Demonstrating compliance with NIS 2

What choices do you have?

Standards and frameworks

« |S0O 27001 +1S0 27032,1S0 27017,1S027018, ...
« NIST CSF

« |EC 62443

Certification?
« 1SO 27001
« Cyberfundamentals (Cyfun, created by Belgian Cyber authority)

PECB



Cyberfundamentals
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®— What is CyberFundamentals (CyFun®)?

. . A set of actionable measures to:
Making Belgium

one of Europe's » protect data

least cyber- > significantly reduce the risk of the most

vulnerable * common cyber-attacks

countries . T
A » Increase an organisation’s

cyber resilience

Insight into 01’

threats '
Sharlng knowledge - Q

PECB



®— CyFun®in the EU

! — Scheme owner group

Observing member

Legislation CyFun based

I I Vincent Strubel ANSSI (au fr Senate — 12/2024):
‘Soit vous appliquez la recette de cuisine francaise,
soit vous appliquez la labélisation belge.
En-tout-cas si cela atteint I'objective,
il n'y a pas de travaux supplémentaires'

Mutual recognition procedure

EH EUROPEAN  Acceptance to allow voluntary
S PECB
Application across EU has started =D



®— Who is CyFun® for ?

Private and public entities:
NIS2 presumption of compliance in Belgium
Supply Chain cybersecurity assurance

Use to demonstrate the entities resilience to banks,
assurance companies

Voluntary use
Use Certification under accreditation: Cost effectiveness

== 5@/:_ Accredited once,
EUROPEAN  ~ \‘ ' Accepted everywhere.

> \ EOTTATION ©
ACCREDITATION "/':I,,h.\\‘\‘\ -
PECB




®— The CyberFundamentals Framework

CyberFundamental
s Framework °* @ O

@ CIS Controls’

ESSENTIAL 140 controls

\
ESSENTIAL: 100 % Attack countered \/

y 117 control
IMPORTANT come IMPORTANT: 94 % Attacks countered \/

34 controls

\ BASIC: 82 % Attacks countered \/j

Non-technical

formulated : :

guidelines CERT attack profiles (retrofit of successful attacks)
& recommendations "‘_r.

N CENTRE FOR
Y& cversecuriTy 9 CERI.ba
¥ sccom




®— NIST CSF as a starting point — Why?

« Common and accessible language

« Adaptable to many technologies, lifecycle

phases, sectors and uses
 Risk-based
* Based on international standards
* Living document

* Guided by many angels — private sector,

academia, public sector

JER
&°
& GOVERy

cpparsncuty National Institute of
Standards and Technology
U.S. Department of Commerce

DETECT
Function Category Category Identifier
Govern (GV) Organizational Context GvV.oC
Risk Management Strategy GV.RM
Cybersecurity Supply Chain Risk Management GV.SC
Roles, Responsibilities, and Authorities GV.RR
Policies, Processes, and Procedures GV.PO
Oversight GV.0OV

Recover (RC) Incident Recovery Plan Execution RC.RP

| Tt Moer o o= RC.CO

*NIST Cybersecurity Framework 2.0
PECIB*



®— CyFun®core functions

[ What processes and assets are at risk? J

[ Take steps to safeguard the organization’s assets ]

Q DETECT Routinely monitor to alert for problems
[ Plan for the worst, be ready to act ]
‘J [ Get back to normal after an incident ]

PECB



®— The CyFun®levels

140
controls

——

i —

ol .y

117
controls

/ IMPORTANT "

Non-technical

and

34 controls

formulated guidelines

recommendations

Framework:
- Controls (Requirements)
- Guidance « NIST CSF

- Normative references: /SO 27001/2
. IEC 62443

e CIS Controls

Eligibility for labelling through
ISO/IEC 27001 certification

PECB



®— Proportionality - the Principle of balance

«Standard security measures for all enterprises.

= S [ ] *Technology and processes generally available.
Through the Known cyber security risks.

IMPORTANT ‘ *Targeted cy_ber-attacks. |
*By actors with common skills and resources.

ESSENTIAL *Targeted ac!vanced qyber-gttacks_
*By actors with extensive skills and

resources.

assurance levels

Focus on real life threat

patterns ) Key Measures

Conformity thresholds considering the maturity

. level.
Through assurance level _ _ B ESSENTIAL
evaluation Min KM Maturity >2,5/5 >3/5 >3/5
i >3/5
Total Maturity >2,5/5 >3/5 >3,5/5

PECB



®— The CyFun® architecture

Function

PROTECT (PR)

Category

Subcategory

Basic

Requirement

Guidance Key Measure

Identity Management, Authentication and
Access Control (PR.AC)

PR.AC-4: Access permissions and
authorizations are managed, incorporating
the principles of least privilege and
separation of duties

Access permissions for users to the
organization’s systems shall be defined and
managed.

The following should be considered:
Draw up and review regularly access lists
per system (files, servers, software,
databases, etc.), possibly through analysis
of the Active Directory in Windows-based

systems (...)
Important
Requirement Guidance Key Measure
Where feasible, automated mechanisms  iConsider separately identifying each
shall be implemented to support the person with access to the organization's
management of user accounts on {...) critical systems with {...)
Essential
Requirement Guidance Key Measure

Account usage restrictions for specific time
periods and locations shall be taken into
account (...)

Specific restrictions can include, for
example, restricting usage (...)

PECI



®— The online CyFun® mapping

Function

References per subcategory

MEBEN

ISONEC

MEBN EN

ISOHIEC

27001:2023| 27002:2022

IEC 62443-

CIS

vd

2-1

2010

IEC 62443-

3-3
2013

—Bas\t{(iﬂ Assurance level Basic) Important [CSA Assurance level Substanti; Miﬂmunnce level High) Referenc ubcategory
NBH NBN EN IEC 62443 | IEC 62443
Cat Subcat [’ K K cis
ee =220 Requirement Guidance = Cer e o ey R — Eris ey ISONEC ISONEC 5 21 3-3
pess Cezm Measure | 27001:2023| 27002:2022 2010 2013
“Thiz inventory includes fired snd portable
=Tl Asset Management {ID.AM}: The dats computers, tablets, mabile phanes, nwentory specifications includz far
ersonnel devicas, systems, and Programmable Lagie Cantrallers [FLCS) e1ample, manufaturer, device tpe, madsl,
P 2 ) systams, D AMA: & msentony o aseete e, AN RS e e, 10.AM-1.2: The inuentary of sssets serial number, machine names and netwark.
facilitizs that enzble the organization e Ol e fiare, network, suitches, routers, paver assosiated with information and information; addresses, physical lacation
to achieve business purposes are e i supplies, and other networked companents processing Facilities shall reflect changes in i -Accountabilityis the obligation to explain, i fetiber ecutticn Cof Bhis reguement i
identified and managed consistent z'hz'ﬁ::ogcu";'e'r:f:d”:eJ;w:d°;i‘:"‘:ZZ;:‘:d or devices. the organization’s contest andinclude all  * justify, and take responsibility for one's Esentiat
with their relative importance to e occurl . 7 «This inventary must include sl assets, information necessary for effective actions, it implies answerability far the Clause7.5.2,
organizational objectives andthe  |ID.AM-1: Physical devices and whether of not they are conneoted to the aecountability. e e Clause 7.5.3, Critical
S S—— . arganization’s netwak, “Changes includs the decommissiaring of Clausaga, | Contrels53, Sacuriy Table2- wrs
+The uze af an IT asset management ol material 711 4234
are inventaried ol be coneidered Annex A (see Control 1
“Where safe and Feasible, these 150 27002}
1DAM_L3 hen umathorsed harduare s, 20 Unsupported harduare without an ; mechanisms should be automated
oot il o | S20EHIoN documeneation, is designated as ID-AM-1.4: Mechanisms far detecting the | -There should be a pracess to address
X X CEHLEEL LG P unauthorized presence of unauthorized hardware and  : unauthorized assets on a frequently basis;
i seguiernent is Fasi exception handing, removed, or replaced, : =
e el A sUnautherized hardware an be detected fitmware companents within the The erganization may chosss to remaus
ot during irwentory, requests for support by the Grganization's network shall be identified. | the asset from the network, deny the asset
A wset or other means from connesting remately to the netwark, or
guarantine the asset.
“This inventany includes softuare programs,
software platforms and datsbases, even if
outsourced [S2a).
-Outsaursing arrangements should be part The inventary of saftware platiorms and
) of the eantractual agresments with the I0.AM-2.2: Theinuentary of software | applieations should ineluds the title,
1D.AM-2.1 Aninventory that <flets what s oy, platterms and applieations sssociated with | publisher, initialinstallluse date, and
software platforms and applications are A L : d " ’ .
P P Information in the inventory should include information and information processing business purpose for eash entry; whers Wi sager excatition of this sequisement iz
:'”9 ”“t ';‘ = Drg"d"'za ;D"; ? i “h for example: name, description, version, shall reflect changes in the organization®s | appropriate, include the Uniform Resource Ecnentiat
:"”’“E“ oo, feviewed, and Updated =N umber of users, data pracessed, etc. cantext and include allinformation Lacator [URL), app store(s), version(s).
BNANGES BECT. - distintion should be made between neessan For effeotive acoountability. deployment mechanism, and desommission,
unsupparted saftware and unautharized date. Clausa 5.2,
1D.AM-2: Software platforms and ST“J‘“’“' T tont Clause7.5.3, Critical oble2
applications used within the ey onagEERER Clause8.1, |Control 5. Security :2 : 4' SRT.E
organization are inventoried Annex Alsee Control 2 o
10.ARA-2.3: Individuals wha are 150 37602
e I N g EIEl ENEHD SR AEE R o o o et AR R D A SR R
GE administering software platforms and Exentisl
applications within the crganization shall be
ifiera safs and f=asible, thase
1AM 4 When unauthorised soituare | M UNSUppOrted softuare without an mechanizms should be automated
ey e il eaception documentation, is designated as ID_AM-2.5: Mechanisms For deteating the | -There should be 2 pravess ta regulary
. . ren sl : unauthorized. presene of unautherized saftware within  + address unautharised assets; The
N sequiverment in Sasic possible sxception handing, remaved, ot ? atu v == U
! “Unautharized saftware oan be detected the rganization’s ICTIOT enwironment | crganization may chaose ta remaus the
replaced, and the inventory shall be updated &'t e
ey during inventery, requests for suppart by the shall be identified. asset from the netwark, deny the sssst from
user of other means. connecting remotely ta the network, or
guarantlne the asset

=
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®— The CyFun® Key Measures

O© 00 NO O~ WIN -~

RN
o

=» No misuse of risk assessments to do nothing = just do it

Measure

|dentify who should have access to critical information and technology
Limit employee access to to what they need to do their jobs

Nobody shall have administrator privileges for daily tasks

Secure remote access e.g. using MFA

Install and activate firewalls.

Incorporate network segmentation and segregation.

Install Patches and security updates.

Maintain and review (activity) Logs.

Install and update Anti-virus, -spyware, and other -malware programs
Make Backups and store them separately.

THERE ARE ONLY TWO

TYPES OF ORGANISATIONS:

THOSE WHO DO SOMETHING

TO BE PREPARED
FOR RANSOMWARE

AND THOSE WHO JUST WAIT

PECB



®— CyFun®is measurable

Level 1 - Initial - Documentation |

Level 2 - Repeatable |

Level 3 - Defined {-}
Level 4 - Managed |
Level 5 - Optimized

PECB



®— CyFun®is measurable

Maturity level

Initial
(Level 1)

Repeatable
(Level 2)

Defined
(Level 3)

Managed
(Level 4)

Optimizing
(Level 5)

Documentation <core

Mo Process documentation or not formally approved by
management

Formally approved Process documentation exists but not
reviewed in the previous 2 years

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 5% of the time

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 3% of the time

Formally approved Process documentation exists, and

exceptions are documented and approved. Documented &
approved exceptions < 0,5% of the time

Documentation

Guidance
Available
Implementation "“"'ES’E:;?;““““

Standard process does not exist.

Ad-hoc process exists and is done informally.

Formal process exists and is implemented. Evidence available
for most activities. Less than 10% process exceptions.

Formal process exists and is implemented. Evidence available for
all activities. Detailed metrics of the process are captured and
reported.

Minimal target for meirics has been established. Less than 5% of
process exceptions.

Formal process exists and is implemented. Evidence available for
all activities. Detailed meftrics of the process are captured and

reported.
Minimal target for metrics has been established and continually
improving. Less than 1% of process exceptions.

PECB*



®— CyFun®is measurable

Level 1 - Initial

Level 2 - Repeatable

Level 3 - Defined

Level 4 - Managed

Level 5 - Optimized

Available

{ Implementation

{ Maturity

= The Self-Assessment tool

Key Measure

Subcategory

Requirement

Guidance.

IMPORTANT

Subcategory | Subcategory Category Category

Documentation
Score

—
s | e | e || e
I1D.AM-1: P nd information |"°2=" physieal 1,00 1,00
within organization’s ocation N g
|context and include all explain, justfy, and
oo
i process.
P ———
-
gty I
|shall be updated sccordir "I
-
oy 4 —
rdepcuesdbencoange i escponvarsion, mombr o et rocesse, ot
———
e hatar M asses managemaneeslcoud s comidres
P ———
o nare 100 100
= emanen s
N Docwmentation [ Impiementation CyFUn Self Assesment
[ —— [— o Total Maturity level T ot Verion 2023.10.82
Y Y
o,
ok
E ¥
e e et (G ]
Rk g
S
T
Sty o
et A R
et B
S
Mitigation (RS.MI),
e 18
Recovery Planning (FCRP]
RS T SRS T
. : R = Reaukement |y — Recrement =
e rptumrn i ——GEpyMyzE - Gomemeyion  —a-m Maturiy Levels e © Maturity | Matu
Category smre = Maturity Score | Maturity score Category = =
B e + opmeng e VR R
J— p e N — wavimtteion | 40 | 100 - . ST T |
.- - Defi = and users shall be managed. - L u & o ireviewed, authorized, 3nd LpSBTed and sl igrment win. i N L
s Governance (106 - Repeatable oA, -
: 1-Initial Tha srganisation natwerks whea pecessed
= encs P - . B e o | R |
I T = = e e A sl
1 {WIENS BPEOQTIELE, METWOrE MTEETILy Of the COERnIZatIons.
» icritical syster rected by
e e e et e by
PRACA jseganization's syszams shall be dufined aed 300 100 100 100 PRACS |[1idamuitying o A Z 300 Y
& managed ibetws System components.
S |
A - T
PRAC4 thecrpnicsion't usnessscrcalietornion | 300|100 1 10 PRacs T e st et 0 |
- ot oo ke g i esciogi
) s
e PRACA marrasaia oo s e poecmientions | 300 | 1o ™ w0 oot el o |
o R Piiiagel sctivties ncluding Gara lasiage, s datactaa
ity e s S P e
E— " 4 Jmarr A0 Lo 1o 1,00 L ibasaling configuration for the its business critical systams.  © B0 L
s i s
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®— CyFun®implementation

2023
Ener, » ) ) Cyberfundamentals Categories ey Policy Score Practice Score
gy Common skills Common skills Common skills Extended Skills Extended Skills . L Overall] 350 329 548 315
iors (RC.CO) -
e sesnen [Asset Management (ID.AM) 300 200 200 200
R Threat Ideologues Nation L) Son Iness Env ) 300 300
Organization Size (L/M/S = 3/2/1) 3 Competitors E TS Cyber Criminals State _— o Business Environment (1D.8€) X 300 300
Actor Type Hactivists actor poowdd oo [ Governance (10.6v) 100 350 400 500
e Risk Assessment (ID.RA) 300 200 3,00 3,00
Global or p— ik R " :
Cyber Attack Category Targetted Impact Prob  |RiskScore | Prob | RiskScore | Prob | RiskScore | Prob |RiskScore | Prob | Risk Score e e Risk Management Strategy (1D.RM) 300 350 400 300
gette X Supply Chain Risk (ID.5) 3,00 350 3,00 400
i i i Mingrion Marsgonen hbgnthy and Access Controf _ 300 300 300 300
el Dl i (D) 2 High Ly 0 = o Med 30 Med 30 High 60 e iy [aviareness and Training (PRAT) 300 250 200 500
. . X . Data Security (PR.DS) 300 3,00 3,00 3,00
Information Theft (espionage, ...) 2 High Low 0 Low 0 Low 0 High 60 High 60 Aot M";;f 7 i P Processes and Proce apy| 300 375 400 3,50
A angoren
) 0056 Maintenance (PR.MA) 300 350 400 3,00
Crime (Ransom attacks) 1 High Low 0 Low 0 Low [ High 30 Low 0 iy protective Technology (PR.PT) 300 300 200 300
Commnicst ol
1ona (RS.CO} i % |Anomalies and Events (DE.AE) 3,00 250 2,00 3,00
Hactivism (Subversi At " .
(¢ rsion, defacement...) 1 Med Low 0 Med 75 Low [ Low 0 Med 7,5 E Security Continuous Monitoring (0E.CM) Py 40 500 Gk
i : ieal i q Pannirg 6 Traneg ° _|petection o (DE.0P) 3,00 3,00 3,00 3,00
Disinformation (political influencing) 1 Low Low. 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level e Response Planning (RS.RP) 300 350 4,00 300
Total Total fear | communications (R.cO) 300 400 200 500
ota ota 0 75 30 120 1275 285 ESSENTIAL - o [ Analysis (RS.AN) 300 250 300 2,00
Wox 3 [Mitigation (Rs.M1) 300 4,00 5,00 4,00
i (RS.M) 300 300 5,00 300
. odwekor Recovery Planning (RC.RP) 300 350 )
un Selection tool - ——
(RC.CO) 300 450 500 400

Risk Assessment) CyFun Self-Assessment tool

CyberFundamentals Framework mapping

CyberFundamentals Toolbox is publicly available (EN) = www.cyfun.eu PECH



®— CyFun®advantages

= One system to maintain for all sectors and entities

= | ow-cost Risk Assessment and Security Plan

= Supply chain cyber security level can be easily and uniformly assessed (Ripple-through)

= Effective and efficient supervision (low Gov cost)

= There is a recognized method for managing board member responsibilities

= Reference framework for Insurance companies (better coverage vs. price)

= Cross-sector education, training and exercises

= |nternational recognition =» cross-border (partially but growing)

PECB



CyberFundamentals Characteristics

o Summary

Focus on both Awareness & training, (Technical) Security Measures
and Governance

Address measures for People, Processes and Technology
Multi-standards framework, international references

Requirements linked to standards in use by business community (NIST,; CIS;
ISO27XXX,
IEC 62433)

Guidance

Proportional requirements
Embedded within a framework for all (Belgian) entities, including BE NIS entities
Enabling to define each one’s growth path

Proportional assurance

Self-assessment, internal/external audit and/or certification PECE



TLP:GREEN

Belgian Cybersecurity Certification Authority

PECB




@®— What is new in CyFun® 2025 o™ CyFun®

e Aligned with NIST Cybersecurity Framework (CSF) 2.0 and relevant European legislation
(e.g. NIS2).

* Incorporates recent developments in information and cybersecurity.

* Integrates user feedback from CyFun® 2023.

* Expands focus on supply chain security and operational technology (OT).

 Reformulates controls and guidelines to enhance clarity and auditability.

* Adds a specific goal to each control to improve understanding.

* Provides more comprehensive guidance on interpreting requirements.

* Introduces “Governance Measures” to support auditability of the “Essential” Assurance
Level.

e Offers a streamlined spreadsheet version containing only the core requirements for easier
management.

* Corrects grammatical, spelling, and editorial issues.

39 —@



More info
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More info?

Stay up to date in the LinkedIn group

* NIS 2 Best Practices LinkedIN group:
https://www.linkedin.com/groups/12870556/

PECB


https://www.linkedin.com/groups/12870556/

Training

Get trained

* NIS2 Lead implementer

« 1SO 27001 Lead Implementer / Lead auditor
* NIST Cybersecurity

« 1S0O 27400

PECB



Level Up Your Career
with PECB Skills

Unlock unlimited learning with 3,000+ short 15-minute courses
in Cybersecurity, Information Security, Artificial Intelligence,
Business Continuity, Auditing & Compliance,

Digital Transformation & more.

Why Choose PECB Skills?

Global training, local flexibility

Short, practical courses for busy professionals
Learn from top industry experts

Original PECB product

Earn CPD credits and get a certificate of completion

Get full access for only $236 (Regular price: $295)

Get 20% off Today!

Exclusive Discount for PECB Anniversary
Offer valid until August 30

Start you 14-day free trial today!
Visit: growth.pecb.com/skills/
Or contact us at: skills.marketing@pecb.com

PI=CB skius®
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THANK YOU

Peter GEELEN (CyberMinute) fm https://www.linkedin.com/in/pgeelen/
Johan DECOCK A https://www.linkedin.com/in/johan-decock-8a21025/



https://www.linkedin.com/in/pgeelen/
https://www.linkedin.com/in/johan-decock-8a21025/
https://www.linkedin.com/in/johan-decock-8a21025/
https://www.linkedin.com/in/johan-decock-8a21025/
https://www.linkedin.com/in/johan-decock-8a21025/
https://www.linkedin.com/in/johan-decock-8a21025/

References

Useful references
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NIS 2 Guidelines

* NIS2 Technical Implementation Guidance by ENISA:

Announcement: https://www.linkedin.com/posts/european-union-agency-for-
cybersecurity-enisa_enisa-nis2-technical-implementation-guidance-activity-
7351251561169190912-tBS5/

Direct Link: https://www.enisa.europa.eu/publications/nis2-technical-
implementation-guidance

PECB
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CCB NIS2 & Cyfun (cyberfundamentals)

NIS2
* https://ccb.belgium.be/regulation/nis?2

* NIS2 Quickstart guide: https://atwork.safeonweb.be/tools-resources/nis-2-
quickstart-guide

Cyfun (short url : www.cyfun.be)

- Landing page_https://atwork.safeonweb.be/tools-
resources/cyberfundamentals-framework

« Cyfun FAQ: https://atwork.safeonweb.be/cyberfundamentals-frequently-
asked-questions-faq

« Cyfun Toolkit: https://atwork.safeonweb.be/cyberfundamentals-toolbox
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NIS 2 Guidelines

« Cybersecurity roles and skills for NIS2 Essential and Important Entities
https://www.enisa.europa.eu/publications/cybersecurity-roles-and-skills-for-
nis2-essential-and-important-entities
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NIS 2 State of play

- https://digital-strategy.ec.europa.eu/en/policies/nis-transposition
« https://ecs-org.eu/activities/nis2-directive-transposition-tracker/

 Fieldfisher : https://www.fieldfisher.com/en/insights/nis2-across-the-eu

* Netherlands
https://www.nctv.nl/onderwerpen/cer—-en-nis2-richtlijnen/gevolgen-niet-tijdig-
omzetten-nis2-en-cer-richtlijn-naar-nationale-wetgeving
https://vng.nl/artikelen/cyberbeveiligingswet-nis2-nieuws-en-updates
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