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Empowering professionals is

at the heart of PECB, reflecting

our dedication to excellence in
everything we do. With innovative
services and a keen awareness

of industry shifts, we provide

our clients with the tools to
exceed their professional goals.
Believing in the transformative
power of continuous learning, our
commitment to quality, relevance,
and practical application,

ensures every service we provide
transiates into real-world success.

ERIC LACHAPELLE
Chairman at PECB
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At PECB, we are deeply committed

to the transformative power of
knowledge and the ethos of perpetual
growth. We encourage and actively
foster a culture of exploration

and learning, offering a rich array

of personal and professional
development opportunities. Our core
mission is to equip individuals with
the skills and cutting-edge expertise
to excel in an ever-evolving global
landscape. Embark on this journey
with us—a journey of continuous
growth and transformation. Each
interaction with PECB is more than a
learning experience; it is a significant
stride toward fulfilling

your aspirations.

FATON ALIU
President at PECB
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This training catalog may be reproduced or transmitted to inform current or potential PECB Partners and Trainers, or interested
trainees, of the current PECB training and certification opportunities, on the condition that the reproduction or transmission includes
the following notice: “© Professional Evaluation and Certification Board 2024. All rights reserved.” Reproductions or transmissions for
any other purpose require prior written permission.
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Welcome to the PECB Training Course Catalog 2024!

This catalog serves as the pathway to achieve unwavering commitment to excellence, quality, and continuous improvement. It is a carefully crafted

collection of training courses designed to empower you with the knowledge and skills necessary to reach new heights in your professional journey.

About PECB Organizational Principles

PECB is your trusted partner for professional training Agi|ity Inclusivity
and certification services, dedicated to enhancing . . . . .

. s Swift adaptation Diversity celebration
your skills, knowledge, and career opportunities in ) ) ) )
various domains. fuels innovation and enhances innovation

adeptly guides change. and belonging.

Explore our catalog, choose your path, and embark on a journey toward excellence with PECB.

Sustainability
Commitment secures
prosperity and
environmental care.
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At the heart of PECB’s mission lies
a commitment to transforming
individuals into experts, fostering a
culture of continuous growth. Our
vision extends beyond certifying
skills; we aspire to empower lives
through knowledge. Together, we
build a future where expertise is
synonymous with empowerment.
Our central mission is through
education to help create a world of
endless opportunities for our clients.
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TIM RAMA
Chief Executive Officer
at PECB
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PECB’s Diverse Training Portfolio

PECB offers a range of training courses across various portfolios. These training courses are designed to help
professionals gain skills and knowledge in specific fields, providing them with a thorough understanding
of relevant standards and frameworks. PECB’s methods of education equips participants with the ability to
effectively implement and manage these practices within their organizations, enhancing their expertise in
their respective domains.

Take a glimpse at the training courses featured under each designated portfolio:

- Cybersecurity
Training courses in this portfolio focus on safeguarding information systems, identifying and
mitigating cyber threats, and building robust security strategies that ensure data protection and
integrity.

— Continuity, Resilience, and Recovery
Courses under this portfolio prepare professionals to develop and implement strategies that ensure
business continuity, organizational resilience, and effective recovery in the face of disruptive events.

— Privacy and Data Protection
This portfolio covers critical data protection laws and practices, including GDPR compliance and
strategies for protecting personal and sensitive information in an increasingly data-driven world.

— Aland Digital Transformation
This portfolio focused on the intersection of artificial intelligence and digital innovation, these courses
help organizations harness Al technologies and navigate the challenges and opportunities posed by
digital transformation.

— Governance, Risk, and Compliance
This portfolio emphasizes governance frameworks, risk management, and compliance strategies,
equipping participants to align organizational objectives with regulatory and business requirements.

— Quality, Health, Safety, and Sustainability
This portfolio focuses on quality management systems, occupational health and safety, and
sustainable practices for long-term organizational success and environmental stewardship.

Each of these courses is designed to provide in-depth knowledge and practical skills relevant to the field.

09
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Professional Development Pathways: Training Course Levels

And Durations

MANAGEMENT SYSTEM TRAINING COURSES

FOUNDATION

LEAD IMPLEMENTER

LEAD AUDITOR

MANAGER TRAINING COURSES

FOUNDATION

MANAGER / OFFICER

LEAD MANAGER [ OFFICER
NON-ISO TRAINING COURSES

FOUNDATION

MANAGER / OFFICER

LEAD MANAGER / OFFICER
Technical Cybersecurity Courses

OFFENSIVE

DEFENSIVE

FORENSICS

WHO SHOULD ATTEND

Individuals who wish to learn the basics of implementing a management system and its
processes

Individuals responsible for the implementation and management of a management system
in their company

Individuals responsible for auditing and monitoring management systems

Individuals who wish to study the fundamentals of the processes and procedures in the
related field or standard

Managers in the relevant field who wish to develop the skills and knowledge to carry out and
implement processes, approaches, and techniques for different programs, plans, strategies,
etc.

Managers in the relevant field who wish to assess, manage, or maintain plans, assessments,
frameworks, programs, or the like, and develop their management expertise

Individuals who wish to study the foundations of the associated field and its related
processes

Managers in the relevant field who wish to gain knowledge on the fundamental principles
and concepts of a management program

Managers in the relevant field who wish to develop their skills and knowledge in the
associated field and improve their management expertise

Professionals wishing to learn more about the tactics and techniques malicious hackers use and improve their

capacity to protect their systems.

Individuals wishing to significantly improve their defensive capabilities and learn best practices for hardening

systems and configuring security effectively

Professionals who wish to learn a wide range of skills and knowledge crucial for digital forensics

2 DAYS

5 DAYS

5 DAYS

2 DAYS

3 DAYS

5 DAYS

2 DAYS

3 DAYS

5 DAYS
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Your PECB Certification
is Your Credibility!

Professional certification is a document of
education, validation, and recognition. But more
than that, certifications provided by PECB show
thatyou are adriven individual who is committed
to your professional growth. More importantly,
it shows that you have gained validated skills
and knowledge.

No matter if you are just beginning your journey
or already have a successful career in the
field of 1ISO standards and other regulatory
frameworks, PECB certification heightens your
career path and ensures greater success in your
chosen profession.

Our certifications help you execute your tasks
and serve as reliable evidence that you have
met the minimum requirements for professional
and ethical behavior while also aiding you to
achieve and manage all aspects of your work
more effectively.

Aninvestmentthat is certainly worthwhile of your
time and resources — because a continuous
thirst for knowledge translates into a thriving
business and professional development.

1l
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Registration,

Visit the PECB Website

Create an Account

Log In

Explore Courses
and Certifications

Enroliment, and Certification Process Pathway

Select a Course* and Check

Schedule Availability Pass the Exam

Enroll in the Course Apply for Your Certification

Attend the Course Maintain Your Certification

Apply and LEARN MORE
Schedule the Exam

*Attending a PECB course or any other course is recommended but not mandatory, except for ANAB Accredited Foundation
Certificate Programs, where attending the corresponding PECB course is mandatory.


https://pecb.com/
https://pecb.com/en/pecb-certification-process
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Certification Criteria: Designation, Experience, and Project Requirements

EXAM

FOUNDATION

LEAD MANAGER

LEAD AUDITOR

LEAD IMPLEMENTER

LEAD AUDITOR AND
LEAD IMPLEMENTER

DESIGNATION
Foundation

Provisional Manager

Manager

Lead Manager

Senior Lead Manager

Provisional Auditor

Auditor

Lead Auditor

Senior Lead Auditor

Provisional Implementer

Implementer

Lead Implementer

Senior Lead Implementer

Master

PROFESSIONAL EXPERIENCE

2 years
(1in the specialized field)

5 years
(2in the specialized field)

10 years
(7 in the specialized field)

NONE

2years
(1in the specialized field)

5 years
(2in the specialized field)

10 years
(7 in the specialized field)

NONE

2 years
(1in the specialized field)

5 years
(2 in the specialized field)

10 years
(7 in the specialized field)

20 years (10 in a leadership
role in the specialized field)

AUDIT EXPERIENCE

200 hours

300 hours

1000 hours

PROJECT EXPERIENCE

200 hours

300 hours

1000 hours

200 hours

300 hours

1000 hours

10,000 hours combination of auditing and project activities

Note: For the ANAB Accredited Foundation Certificate Programs, attending the corresponding training course is a mandatory requirement.

13
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PECB Training Course
Delivery Formats

PECB's diverse learning delivery methods cater to
a wide range of learners, ensuring accessibility,
flexibility, and quality in the training and
certification process.

Classroom

Engage in direct,
interactive sessions
with PECB Certified
Trainers in a structured,
face-to-face learning
environment, ideal for
hands-on knowledge
application.

[:8

elLearning

Flexible, location-
independent courses
via pre-recorded
videos. Offers quizzes,
additional reading,
and optional live Q&A
sessions.

Ksi

Virtual Classroom

Experience engaging,
interactive training
led by PECB Certified
Trainers in a virtual
classroom, accessible
to all, including those
with time constraints
or travel limitations.

vl
.. ‘.

Self-Study

Self-paced learning
with access to
course materials.
Best for those with
prior knowledge and
no need for guided
teaching.

14
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CYBERSECURITY

INFORMATION SECURITY

9

NN AR\

ISO/IEC 27001 Information Security Management
Systems

ISO/IEC 27002 Information Security Controls

PECB Chief Information Security Officer (CISO)

Risk Assessment Methods

ISO/IEC 27005 Information Security Risk Management

ISO/IEC 27035 Information Security Incident
Management

CYBERSECURITY MANAGEMENT

N N N N N N %

Cybersecurity Management

Cloud Security

Penetration Testing

SCADA Security

ISO/IEC 27033 Network Security

Cybersecurity Maturity Model Certification (CMMC)
NIS 2 Directive

SOC 2

ISO/IEC 27034 Application Security

Computer Forensics

TECHNICAL CYBERSECURITY

%

Certified Lead Ethical Hacking (CLEH)

15
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LEARN MORE

ISO/IEC 27001 Information

Security Management Systems

Navigating Your ISO/IEC 27001 Certification

The ISO/IEC 27001 certification represents a global benchmark
in Information Security Management Systems (ISMS).
This certification guides organizations in implementing a
structured method for safeguarding sensitive information.
It involves a comprehensive framework for pinpointing,
evaluating,and addressinginformationsecurityrisks, crucialfor
maintaining the confidentiality, integrity, and availability of
vital organizational data.

According to Gartner, Inc., global spending by end-
users on security and risk management is expected
to reach U.S. $215 billion in 2024, marking a significant

14.3% rise from the previous year.

How Does the ISO/IEC 27001 Certification
Benefit You?

Achieving the ISO/IEC 27001 certification is a testament to
your dedication to information security, a critical aspect in
our digitally-driven world. This certification equips you with
essential skills and knowledge for proficient management
and protection of sensitive organizational data. It not only
elevates your professional standing but also prepares you to
tackle the dynamic challenges in information security.
Furthermore, being ISO/IEC 27001 certified aligns you with an
international network of experts adept in upholding stringent
security measures, thereby, enhancing your value in any
professional setting.

16


https://pecb.com/en/education-and-certification-for-individuals/iso-iec-27001

Training Courses and Learning Objectives

ISO/IEC 27001 Foundation
Gain knowledge on the fundamental components necessary to implement and
manage an ISMS based on ISO/IEC 27001

ISO/IEC 27001 Lead Implementer
Develop the skills to support an organization in implementing and maintaining an
ISMS based on ISO/IEC 27001

ISO/IEC 27001 Lead Auditor
Acquire the knowledge and skills to perform an ISMS audit by applying widely
recognized audit principles, procedures, and techniques

ISO/IEC 27001 Transition

Understand the differences between ISO/IEC 27001:2013 and ISO/IEC 27001:2022 and
help an organization plan and implement the necessary changes to an existing ISMS
in accordance with ISO/IEC 27001:2022

ENROLL NOW ’ SHOP NOW

2 DAYS

5 DAYS

5 DAYS

2 DAYS

17


https://store.pecb.com/products/isoiec-270012022
https://pecb.com/en/partnerEvent/event_schedule_list

INFORMATION SECURITY

LEARN MORE

ISO/IEC 27002 Information
Security Controls

Navigating Your ISO/IEC 27002 Certification

ISO/IEC 27002 is a globally recognized standard offering a robust guide
for enhancing information security management in organizations.
This standard lays out an extensive set of security controls and best
practices. It encompasses various domains including risk management,
compliance, formulation of security policies, training of employees,
incident management, and managing supplier relations. ISO/IEC 27002
plays a pivotal role in helping organizations protect their sensitive data,
comply with legal and regulatory obligations, and cultivate a strong
security culture. According to the estimates of Cisco, the number of DDoS

attacks will increase to 15.4 million by 2023.

According to Gartner Inc., spending on security services —
consulting, IT outsourcing, implementation, and hardware support
— is forecast to total U.S. $90 billion in 2024, an increase of 11%
from 2023.

How Does the ISO/IEC 27002 Certification
Benefit You?

ISO/IEC 27002 training course is vital for information security professionals
as it offers a globally recognized framework of security controls and
best practices. This framework helps professionals protect sensitive
data effectively, stay compliant with regulations, and enhance their
career prospects. Adhering to ISO/IEC 27002 demonstrates expertise in
information security and equips professionals to navigate evolving cyber
threats with confidence. Moreover, ISO/IEC 27002 empowers professionals
to navigate the complex landscape of information security with assurance,
ensuring the confidentiality, integrity, and availability of critical data.

18


https://pecb.com/en/education-and-certification-for-individuals/iso-iec-27002

Training Courses and Learning Objectives

ISO/IEC 27002 Foundation 2 DAYS
Gain knowledge on information security management practices including the
selection, implementation, and management of controls based on ISO/IEC 27002

ISO/IEC 27002 Manager 3 DAYS
Develop the skills necessary to implement, manage, and communicate information
security controls based on ISO/IEC 27002

ISO/IEC 27002 Lead Manager 5 DAYS
Master the concept, skills, and techniques to successfully implement and effectively
manage information security controls based on ISO/IEC 27002

_,"J

ENROLL NOW ] SHOP NOW



https://store.pecb.com/products/standard-iso-iec-27002
https://pecb.com/en/partnerEvent/event_schedule_list

INFORMATION SECURITY

PECB Chief Information
Security Officer (CISO)

Navigating Your CISO Certification

PECB CISO (Chief Information Security Officer) is a
specialized accreditation for professionals aiming to
assume senior-level executive positions in information
security management. Embarking on the journey
to obtain a CISO Certification involves an in-depth
exploration of the strategic and operational aspects
of information security leadership. This certification
process covers a comprehensive curriculum including
cybersecurity policies, risk management, incident
response, compliance, and stakeholder communication.
You will also delve into topics such as emerging
technologies, information security governance, and
aligning security strategies with business objectives.

How Does the PECB CISO Certification
Benefit You?

Obtaining a CISO Certification can significantly elevate
your career, particularly if you aspire to leadership
roles in the cybersecurity domain. This certification
demonstrates your advanced skills and knowledge
in managing an organization’s information security
program, making you a key strategic asset. It prepares
you for top-level positions such as Chief Information
Security Officer, where you will have the responsibility
to oversee, develop, and implement comprehensive
security strategies. The certification also enhances your
credibility and marketability in the field, opening doors to
senior management roles and opportunities to influence
major business decisions.

20


https://pecb.com/en/education-and-certification-for-individuals/pecb-ciso

Training Course and Learning Objectives

PECB CISO 5 DAYS

Gain necessary knowledge, skills, and strategies to lead information security
programs effectively

\

ENROLL NOW
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INFORMATION SECURITY

LEARN MORE

EBIOS

Navigating Your EBIOS Certification

EBIOS (Expression des Besoins et Identification des
Objectifs de Sécurité) stands as a prominent risk
assessment methodology predominantly utilized
in France and other French-speaking regions. This
methodology presents a systematic approach to assess
information security risks and establish clear security
objectives. EBIOS aids organizations in pinpointing
potential threats and vulnerabilities and understanding
the risks associated with them. It plays a crucial role in
assisting organizations to prioritize security measures
according to the level of risk and in setting definitive
security goals.

How Does the EBIOS Certification
Benefit You?

EBIOS certification is a recognition of an individual's
expertise in the EBIOS risk assessment methodology.
This certification demonstrates proficiency in evaluating
and managing information security risks effectively
through the structured approach provided by EBIOS.
It is valuable for professionals seeking to enhance
their careers in information security, especially in
organizations operating in French-speaking areas.
EBIOS certification signifies a commitment to upholding
rigorous security standards and aligning with regional
requirements. It empowers individuals to contribute to
robust risk management practices and protect critical
information assets within their organizations.

22


https://pecb.com/en/education-and-certification-for-individuals/risk-assessment-methods-training

Training Course and Learning Objectives

EBIOS Risk Manager

Understand risk assessment elements and concepts related to information security
and develop the skills to successfully carry out such assessments by using the
EBIOS method

ENROLL NOW

3 DAYS

23
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INFORMATION SECURITY

LEARN MORE

ISO/IEC 27005 Information
Security Risk Management

Navigating Your ISO/IEC 27005 Certification

ISO/IEC 27005 sets the benchmark for guidelines in
information security risk management. This standard
facilitates a methodical approach for organizations to
identify, assess, and manage risks associated with their
information assets. It guides in recognizing potential threats
and vulnerabilities, alongside evaluating the possible
impacts of these risks. Additionally, ISO/IEC 27005 aids in
ranking risks according to their level of significance, ensuring
that the most critical issues are addressed first. A key focus of
this standard is the continuous monitoring and reassessment
of risk management strategies, to guarantee the efficacy of
implemented security measures.

Reported by Cybersecurity Ventures, the cost of a
ransomware breach is predicted to go up to U.S. $265
billion by 2031.

How Does the ISO/IEC 27005 Certification
Benefit You?

ISO/IEC 27005 training course is very important for information
security professionals. It equips professionals with the
skills to identify threats, vulnerabilities, and their impacts,
making informed risk mitigation decisions. Proficiency in
ISO/IEC 27005 is highly valued in the cybersecurity industry,
contributing to career growth by showcasing expertise in
safeguarding information assets and aligning with industry
standards. This standard empowers professionals to excel in
the dynamic and crucial field of information security.

24


https://pecb.com/en/education-and-certification-for-individuals/iso-iec-27005

Training Courses and Learning Objectives

ISO/IEC 27005 Foundation
Gain knowledge on interpreting the guidelines of ISO/IEC 27005 in order to identify,
assess, and manage information security-related risks

ISO/IEC 27005 Risk Manager
Develop the skills to carry out risk management processes related to information
security assets by following the guidelines of ISO/IEC 27005

ISO/IEC 27005 Lead Risk Manager
Acquire the expertise to support an organization in performing information security
risk management processes by referring to the guidelines of ISO/IEC 27005

_,"J

ENROLL NOW ] SHOP NOW

2DAYS

3 DAYS

5 DAYS
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INFORMATION SECURITY

LEARN MORE

| 1
}

ISO/IEC 27035 Information
Security Incident Management

Navigating Your ISO/IEC 27035 Certification

ISO/IEC 27035 is an international standard that provides
guidelines for information security incident management.
ISO/IEC 27035 certification is a crucial credential for professionals
aiming to master the art of managing information security
incidents. This certification is designed to validate and enhance
your skills in effectively identifying, managing, and preventing
security incidents in any organization. It focuses on equipping
you with the expertise necessary to continuously improve
Information Security Incident Management processes.

According to a report by Cloudflare, in 2023, their
automated defenses mitigated over 5.2 million HTTP DDoS
attacks consisting of over 26 trillion requests.

How Does the ISO/IEC 27035 Certification
Benefit You?

This certification helps you become worldwide recognized
security professionals and be capable of minimizing the effect of
any incident in an organization. This certification is intended for
all individuals with an interest in information technology security
who are eager to learn the utmost skills and knowledge to protect
their organization from security incidents and reduce business
financial impacts. With your expertise and skills gained in this
training course, the organization you work for will acquire the
competence to evaluate cost-benefits and resource-allocation
based on incident-response and management capabilities, by
which it will effectively respond to information security incidents.

26


https://pecb.com/en/education-and-certification-for-individuals/iso-iec-27035

Training Courses and Learning Objectives

ISO/IEC 27035 Foundation 2 DAYS

Gain knowledge on the main elements of implementing a Security Incident
Management Plan and managing information security incidents

ISO/IEC 27035 Lead Incident Manager 5 DAYS

Gain the skills and knowledge to support an organization in implementing and
managing an Information Security Incident Management Plan in accordance with the
guidelines of ISO/IEC 27035

\

ENROLL NOW ] SHOP NOW
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Why Choose a Career in
Information Security?

- Growing Demand
— Thriving Industry
- Advancement Opportunities

NN o———20000

High-Paying Careers in
Information Security

Chief Information Security Officer (CISO)

The CISO is a senior-level executive responsible for
establishing and maintaining an organization’s vision,
strategy, and program to ensure information assets and
technologies are adequately protected.

Annual Average Salary: U.S. $201,892

Information Security Director

Oversees an organization’s overall information security
strategy, ensuring the confidentiality, integrity, and
availability of data.

Annual Average Salary: U.S. $199,869

Information Security Manager

This role focuses on managing and overseeing an
organization’s entire information security program.
Annual Average Salary: U.S. $167,120

Security Architect

A Security Architect designs, builds, and oversees the
implementation of network and computer security for an
organization.

Annual Average Salary: U.S. $156,830

Information Security Analyst

Protects an organization’s computer systems and networks
by identifying and solving potential and actual security
problems.

Annual Average Salary: U.S. $113,674

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time due
to various factors.

28
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CYBERSECURITY MANAGEMENT

Cybersecurity Management

Navigating Your Cybersecurity
Management Certification

Cybersecurity management refers to the process of overseeing and
coordinating efforts to protect an organization’s computer systems,
networks, and data from digital attacks, unauthorized access, or
damage. Embarking on a Cybersecurity Management Certification
is a pivotal step towards becoming a proficient leader in the realm of
digital security. This certification is tailored for professionals who aim
to acquire a deep understanding and practical skills in overseeing
and directing cybersecurity strategies within organizations.

According to Statista, revenue in the cybersecyrity market is
expected to show an annual growth rate (CAGR 2023-2028)
of 10.48%, resulting in a market volume of U.S. $273.60 billion
by 2028.

How Does the Cybersecurity Management
Certification Benefit You?

Obtaining a Cybersecurity Management Certification offers a myriad
of professional advantages. Firstly, it enhances your expertise in
the critical domain of digital security, equipping you with the latest
strategies and tools to protect organizations against cyber threats.
This certification not only broadens your understanding of risk
assessment, policy development, and incident response but also
sharpens your leadership and decision-making skills, crucial for
managing security teams effectively.

Note: The training course previously known as ISO/IEC 27032
Cybersecurity Management has undergone a significant update
and is now rebranded as Cybersecurity Management.

29


https://pecb.com/en/education-and-certification-for-individuals/cybersecurity-management

Training Courses and Learning Objectives

Cybersecurity Foundation

Gain knowledge on the main elements of cybersecurity principles and concepts
aligned with industry best practices, such as ISO/IEC 27032 and NIST Cybersecurity
Framework

Lead Cybersecurity Manager
Gain the skills and knowledge to support an organization in implementing, managing,
and continually improving cybersecurity programs

NIST Cybersecurity
Master the skills needed to help organizations implement, maintain, and manage an
ongoing cybersecurity program based on several NIST framework

Note: The NIST Cybersecurity training course is planned to be developed in 2024. For more information

related to their availability, please contact PECB Customer Service.
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Cloud Security

Navigating Your Cloud Security
Certification

Cloud Security Certification is a professional
accreditation that validates expertise in designing,
implementing, and managing secure cloud
infrastructure and services. The journey to obtaining
a Cloud Security Certification involves mastering
the complexities of cloud computing and its security
challenges. This certification process educates you on
various cloud service models (laaS, Paas, Saas), cloud
deployment types (public, private, hybrid), and the
unique security considerations for each. You will delve
into topics like identity and access management, data
encryption, security compliance, and disaster recovery
in cloud environments.

How Does the Cloud Security Certification
Benefit You?

Gaining a Cloud Security Certification offers significant
advantages in your professional career. It demonstrates
your specialized skills and knowledge in the rapidly
growing field of cloud computing, a critical area of focus
for modern businesses. This certification enhances your
employability, positioning you as an essential asset
to organizations transitioning to or maintaining cloud
infrastructures. It opens doors to advanced roles such
as cloud security architect, cloud engineer, or security
consultant. Moreover, as cloud technologies continue to
evolve, this certification ensures you remain up-to-date
with the latest security practices and standards, keeping
you relevant and in demand in the ever-changing
landscape of IT security.
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Training Course and Learning Objectives

Lead Cloud Security Manager 5 DAYS
Obtain the necessary competence to plan, implement, manage, and maintain a
cloud security program based on ISO/IEC 27017 and ISO/IEC 27018

ENROLL NOW
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Penetration Testing

Navigating Your Penetration Testing
Certification

Penetration Testing Certification is a professional
accreditation that demonstrates expertise in assessing
and exploiting vulnerabilities in computer systems
and networks to enhance their security. The journey to
obtaining a Penetration Testing Certification involves
a comprehensive exploration of ethical hacking and
security assessment techniques. This certification path
teaches youtothinklike a hacker and use thatknowledge
to identify and fix security vulnerabilities. It covers areas
such as network reconnaissance, vulnerability discovery,
exploitation techniques, and post-exploitation analysis.

How Does the Penetration Testing
Certification Benefit You?

Earning a Penetration Testing Certification can greatly
advance your career in cybersecurity. This certification
signifies that you possess the skills necessary to ethically
hack into systems and networks, identify vulnerabilities,
and recommend solutions. It opens up opportunities
for roles such as penetration tester, security consultant,
or ethical hacker in various industries. Additionally,
this certification showcases your commitment to
staying abreast of the latest cybersecurity threats
and defenses, thereby, enhancing your credibility and
value in the rapidly evolving field of cybersecurity, and
potentially leading to higher earning potential and
professional growth.
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Training Course and Learning Objectives

Lead Pen Test Professional

Gain the knowledge and skills to lead a professional Penetration Test using a mix of
practical techniques and management skills to analyze the test results

ENROLL NOW

5 DAYS
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SCADA Security

Navigating Your SCADA
Security Certification

SCADA (Supervisory Control and Data Acquisition)
is a system used for monitoring and controlling
industrial processes and infrastructure remotely.
This certification journey equips you with the
specialized skills and knowledge essential for
securing SCADA systems, which are pivotal in
industrial control and critical infrastructure. The
certification covers areas such as understanding
SCADA system architectures, identifying and
mitigating vulnerabilities, implementing robust
security protocols, and responding effectively to
potential cyber threats.

How Does the SCADA Security
Certification Benefit You?

Your knowledge and skills developed by gaining
this certification will be valuable for organizations
seekingtoimplementthe SCADA security program
effectively and have a better understanding of
threats, vulnerabilities, and risks related to ICS
systems and how to prevent or overcome them.
This will, consequently, help those organizations
become resilient and recover SCADA systems in
the safest way possible. Given the high-profile
nature and the significant impacts associated
with such environments, a holistic professional
approach to security is needed and that is exactly
what this training course is designed to provide to
its participants.
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Training Course and Learning Objectives

Lead SCADA Security Manager

Develop the skills to effectively implement a SCADA security program that protects
systems from threats, vulnerabilities, and risks

ENROLL NOW /

5 DAYS
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ISO/IEC 27033
Network Security

Navigating Your
Network Security Certification

Network Security Certification is a formal recognition
of expertise in protecting computer networks and data
from various types of cyber threats and vulnerabilities.
Embarking on a Network Security Certification journey
involves diving deep into the realm of safeguarding data
and systemsin networked environments. This certification
path covers a comprehensive curriculum, including
understanding network architectures, implementing
firewalls and security protocols, intrusion detection and
prevention, as well as encryption and VPNs. You will learn
about the latest threats, how to counteract them, and the
best practices in network security management.

How Does Network Security Certification
Benefit You?

Achieving a Network Security Certification can
significantly boost your career in IT and cybersecurity
fields. It validates your skills and knowledge in
safeguarding networks, a critical component of any
organizations’ IT infrastructure. With this certification,
you become more marketable to employers, opening
doors to roles such as network administrator, security
analyst, or cybersecurity specialist. It also prepares you
for handling complex security challenges and staying
ahead of evolving cyber threats, thereby enhancing your
professional credibility and offering opportunities for
career advancement and higher earning potential in the
ever-growing field of network security.
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Training Course and Learning Objectives

ISO/IEC 27033 Lead Network Security Manager 5 DAYS
Obtain the necessary competence to plan, implement, manage, and maintain
network security based on ISO/IEC 27033 series of standards

Note: The ISO/IEC 27033 Lead Network Security Manger training course is under development and may
be available upon request.

SHOP NOW /
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Cybersecurity Maturity Model
Certification (CMMC)

Navigating Your CMMC Certification

The Cybersecurity Maturity Model Certification (CMMC) is a
unified cybersecurity standard incorporating best practices
from various frameworks. It features five maturity levels
tailored to organizations in the Defense Industrial Base
(DIB) sector, with the required level dependent on the type
of information handled. Embarking on the path to CMMC
certification involves understanding and implementing a
range of cybersecurity practices and processes aligned with
the maturity level your organization is aiming to achieve.
The certification process encompasses five maturity levels,
ranging from basic cyber hygiene to advanced.

According to a report by the World Economic Forum, the
world saw an estimated 2,220 cyberattacks per day in
2023, adding up to over 800,000 attacks per year.

How Does CMMC Certification Benefit You?

Obtaining the Cybersecurity Maturity Model Certification
(CMMC) can be a significant career milestone. It demonstrates
a deep understanding and capability in implementing
advanced cybersecurity practices, a requirement increasingly
valued in the defense industry and beyond. This certification
enhances your credibility and marketability, especially for
roles that involve working with the Department of Defense
or its contractors. It signifies that you are equipped to help
organizations achieve and maintain compliance with vital
security standards, making you an invaluable asset in an
industry where cybersecurity is of paramount importance.
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Training Courses and Learning Objectives

CMMC Foundations 2 DAYS
Learn the fundamental concepts and principles of the CMMC model

Certified CMMC Professional (Ccp) 4 DAYS
Gain the necessary knowledge and skills to interpret, implement, and manage the
CMMC practices based on the CMMC model and assess CMMC level 1 practices

Note: CMMC Foundations is a PECB training course, not approved by the Cyber-AB, therefore the PECB
CMMC Foundations credential is not a CMMC credential. As such, this credential does not replace,
complement, or lead toward a CMMC credential.

ENROLL NOW
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NIS 2 DIRECTIVE

Navigating Your NIS 2 Directive
Certification

The NIS 2 Directive Certification refers to compliance
with the revised EU Directive on the security of
Network and Information Systems, focusing on
enhancing cybersecurity across various sectors.
Achieving compliance with the NIS 2 Directive involves
a comprehensive understanding of the updated
regulations and standards for network and information
systems security within the EU. This process includes
identifying and implementing the necessary measures
to protect critical infrastructure and services from
cyber threats. The certification journey covers risk
management, incident reporting, and the adoption of
appropriate security protocols.

How Does the NIS 2 Directive Certification
Benefit You?

Compliance with the NIS 2 Directive is crucial for
professionals and organizations operating within the
EU, especially those in critical sectors such as energy,
transport, banking, and health. Being certified under
this Directive demonstrates a robust commitment
to cybersecurity, enhancing your credibility and
trustworthiness in the eyes of clients, partners, and
regulatory bodies. It ensures that you are equipped to
handle the complex cybersecurity challenges faced by
essential services, making you a valuable asset in an
increasingly interconnected and digital landscape.
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Training Courses and Learning Objectives

NIS 2 Directive Foundation
Understand the core concepts required to support organizations in the initial phases
of planning, implementation, and management of cybersecurity programs

NIS 2 Directive Lead Implementer

Acquire essential skills to help organizations effectively develop, implement,
manage, and maintain a cybersecurity program compliant with the

NIS 2 Directive requirements

ENROLL NOW

2DAYS

5 DAYS
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SOC 2

Navigating Your SOC 2 Certification

The SOC 2 Certification is a professional credential that
recognizes expertise in cybersecurity, focusing on the
five trust principles of security, availability, processing
integrity, privacy, and confidentiality. Embarking on the
journey to become a SOC 2 certified analyst is a significant
step towards enhancing your role in the cybersecurity
field. This certification journey involves gaining in-depth
knowledge and understanding of the SOC's five trust
principles. By obtaining this certification, you demonstrate
a comprehensive grasp of how to safeguard sensitive
information and systems effectively. This process
requires dedication and a commitment to mastering the
complexities of cybersecurity, ensuring that you
are well-equipped to address various cyber threats
and vulnerabilities.

How Does the SOC 2 Certification
Benefit You?

Achieving the SOC 2 Certification offers numerous benefits.
Professionally, it positions you as a technically proficient
and internationally recognized expert in cybersecurity. This
distinction enhances your credibility and reputation, making
you stand out in a competitive job market. The certification
is a testament to your readiness for high-responsibility roles
and your commitment to upholding stringent cybersecurity
standards. It opens doors to advanced career opportunities
and is particularly valuable in sectors where data security
and trust are paramount. By being SOC 2 certified, you not
only elevate your professional standing but also contribute
significantly to maintaining organizational integrity and
building client trust in an increasingly digital world.
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Training Course and Learning Objectives

Lead SOC 2 Analyst 5 DAYS
Master the implementation of cybersecurity strategies and protocols based on the
SOC 2's trust principles

Note: The SOC 2 training course is planned to be developed in 2024. For more information related to their
availability, please contact PECB Customer Service.
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ISO/IEC 27034
Application Security

Navigating Your ISO/IEC 27034
Application Security Certification

The ISO/IEC 27034 Application Security Lead Manager
Certification equips professionals with advanced
skills in managing application security risks, focusing
on ISO/IEC 27034 standards. Pursuing the ISO/IEC
27034 Application Security Lead Manager certification
entails comprehensive training in application security,
including legal compliance, risk management, and
security integration in the application development
lifecycle. This certification process develops your ability
to identify and mitigate security risks, preparing you for
leadership roles in IT security.

How Does the ISO/IEC 27034 Application
Security Certification Benefit You?

Achieving the ISO/IEC 27034 Application Security Lead
Manager Certification enhances your expertise in a
critical IT security domain, opening advanced career
opportunities in cybersecurity and risk management.
With this certification, you gain the ability to shape
and influence organizational security strategies,
lead complex security projects, and foster a culture
of continuous improvement in application security
practices. The skills and knowledge acquired through
this certification not only enhance your professional
profile but also contribute to the overall resilience and
security posture of your organization.
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Training Courses and Learning Objectives

ISO/IEC 27034 Foundation 2 DAYS
Gain knowledge about the fundamental principles of application security based on
ISO/IEC 27034

ISO/IEC 27034 Lead Implementer 5 DAYS
Acquire the skills to manage and lead an application security program in accordance
with ISO/IEC 27034

Note: The ISO/IEC 27034 training courses are planned to be developed in 2024. For more information
related to their availability, please contact PECB Customer Service.

SHOP NOW -
=
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Computer Forensics

Navigating Your Computer Forensics Certification

Computer Forensics Certification is a professional credential that
validates expertise in analyzing digital data for legal evidence
and investigating cybercrimes. Pursuing a Computer Forensics
Certification involves delving into the intricate world of cyber
investigations and digital evidence analysis. This certification
journey encompasses a comprehensive study of techniques used
in collecting, preserving, analyzing, and presenting digital evidence.
It covers various aspects such as understanding the legal and
ethical considerations, mastering the use of forensic tools, and
staying abreast of the latest technologies and methodologies in
digital forensics.

According to Acumen Research and Consulting, the Global
Digital Forensics Market is projected to achieve a market size
of U.S. $15.9 billion by 2032 growing at a CAGR of 10.2% from
2023 to 2032.

How Does Computer Forensics Certification
Benefit You?

Earning a Computer Forensics Certification brings substantial benefits
to your professional career. It establishes you as a credible expert
in the field of digital investigations, enhancing your employability in
various sectors including law enforcement, corporate security, and IT.
This certification demonstrates your specialized skill set in handling
complex digital evidence, making you an invaluable resource in
legal cases and cybersecurity incidents. Moreover, it prepares you
for challenging roles in the dynamic field of digital forensics, opens
up opportunities for advancement, and increases your potential for
higher earnings.
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Training Courses and Learning Objectives

Computer Forensics Foundation 2 DAYS

Understand the fundamental elements and tools to implement a computer
forensics process

Lead Computer Forensics Examiner 5 DAYS

Master the computer forensics process based on best practices and get acquainted
with different forensic tools and methodologies

ENROLL NOW
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Why Choose a Career in Cybersecurity?

— Rapid Evolving Field
—> Vital Role in Protecting Digital Assets
— Diverse Career Paths

High-Paying Careers in Cybersecurity

Cybersecurity Consultant

Provides expert advice and guidance to organizations on
how to protect their digital assets and infrastructure.
Annual Average Salary: U.S. $122,591

Incident Response Manager

Leads the response to cyber-attacks and breaches,
managing the process of containing and mitigating
the damage.

Annual Average Salary: U.S. $120,000

Cybersecurity Engineer

Develops and implements security measures to
safeguard information against hackers, cyber-attacks,
and other vulnerabilities.

Annual Average Salary: U.S. $119,149

Network Security Engineer

Focuses on protecting an organization’s networking
infrastructure from threats and attacks.

Annual Average Salary: U.S. $115,000

Penetration Tester

Penetration Testers are responsible for testing and
securing computer systems, networks, and applications
to prevent breaches.

Annual Average Salary: U.S. $111,847

Note: The salary data presented here have been
sourced from Glassdoor and may be subject to
change over time due to various factors.


https://www.glassdoor.com/

KTMC has been
partnering with

PECB since 2014. This
relationship has been
the most strategic

and impactful in the
company'’s history, with
many opportunities for
personal growth, resulting
in mastery of various
management systems.

JACOB A. MCLEAN
Managing Director at Kaizen
Training & Management
Consultants Limited
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Ethical Hacking

Navigating Your
Ethical Hacking Certification

Ethical hacking involves using hacking techniques for
lawful and constructive purposes, such as identifying
and fixing security vulnerabilities in systems. Embarking
on an Ethical Hacking Certification is a journey into the
world of cybersecurity from the hacker's perspective.
This certification process involves learning a wide range
of skills, including penetration testing, vulnerability
assessment, network security, and various hacking
methodologies. It also includes understanding legal and
ethical aspects of hacking, ensuring that all practices
are aligned with legal requirements.

How Does the Ethical Hacking
Certification Benefit You?

Gaining an Ethical Hacking Certification can
significantly enhance your career in cybersecurity.
It validates your skills in identifying and rectifying
system vulnerabilities, making you a valuable
asset to any organization looking to fortify its digital
defenses. This certification opens doors to a variety
of roles in cybersecurity, such as penetration tester,
security analyst, or cybersecurity consultant. It
also demonstrates your commitment to ethical
standards in a field that is often misunderstood,
setting you apart in the cybersecurity community and
expanding your professional opportunities in a rapidly
growing industry.
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Training Course and Learning Objectives

Certified Lead Ethical Hacker

Gain the knowledge and skills to manage a penetration testing project and team,
as well as plan and perform internal and external penetration testing, following
best practices

ENROLL NOW

5 DAYS
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Our strategic partnership with PECB
has been an important source of
professional growth for DQS HK.
With established course materials
and online exams, we can deliver
training courses in an efficient way.

PETER WONG
Director at DQS Hong Kong
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CONTINUITY, RESILIENCE,
AND RECOVERY

CONTINUITY, RESILIENCE, AND RECOVERY

1ISO 22301

Disaster Recovery

Assessment Methods

Digital Operational Resilience Act (DORA)
Crisis Management

1ISO 22317
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ISO 22301 Business Continuity
Management System

Navigating Your ISO 22301 Certification

ISO 22301 is a globally recognized standard for business continuity
management, ensuring organizations are prepared to continue operations
duringand after adisruptiveincident. Embarking onthe SO 22301 Certification
journey entails mastering the art of business continuity and resilience.
This certification process involves understanding and implementing the
best practices for developing, maintaining, and improving a Business
Continuity Management System (BCMS). It covers critical areas such as
risk assessment, incident response planning, business impact analysis,
and recovery strategies. As you navigate through this certification, you will
learn to establish policies and procedures that ensure your organization can
continue to operate effectively during times of crisis or uncertainty.

According to Uptime Institute, nearly 40% of organizations have
suffered a major outage caused by human error over the past
three years. Of these incidents, 85% stem from staff failing to
follow procedures or from flaws in the processes and procedures

themselves.

How Does the ISO 22301 Certification Benefit You?

Obtaining an 1SO 22301 Certification can significantly benefit your
professional career by showcasing your expertise in business continuity
and resilience planning. It demonstrates your ability to help organizations
prepare for, respond to, and recover from disruptions, thus maintaining
operational effectiveness under adverse conditions. This certification makes
you an invaluable asset to any organization, particularly those in sectors
where continuity and quick recovery are crucial. It also opens up new
career opportunities in risk management, business continuity planning, and
crisis management.
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Training Courses and Learning Objectives

ISO 22301 Foundation
Understand the essential principles, concepts, and techniques of a BCMS and the
requirements of 1ISO 22301

ISO 22301 Lead Implementer
Gain a comprehensive understanding of the BCMS implementation techniques and
learn how to lead a team in implementing a BCSM based on 1SO 22301

ISO 22301 Lead Auditor
Obtain knowledge and become competent to audit an organization’s BCMS against
the requirements of ISO 22301

ISO 22301:2019 Transition
Understand the difference between I1SO 22301:2012 and ISO 22301:2019 and help
organizations transition to the new standard

ENROLL NOW ’ SHOP NOW -~
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5 DAYS

2DAYS
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Disaster Recovery

Navigating Your Disaster Recovery
Certification

Disaster Recovery Certification is a professional accreditation
that signifies expertise in planning, implementing, and
managing strategies to restore IT infrastructure and services
following a disaster. Pursuing a Disaster Recovery Certification
involves a comprehensive exploration of the methodologies
and best practices for IT service restoration after disruptive
events. This certification path covers critical areas such as
risk assessment, business impact analysis, recovery strategy
development, and implementation of disaster recovery plans.

According to Straits Research, during the period 2022
to 2030, the global disaster recovery solution market is
expected to reach U.S. $115.36 billion, at a compounded
annual growth rate of 34.5%.

How Does the Disaster Recovery Certification
Benefit You?

Earning a Disaster Recovery Certification can greatly enhance
your professional value and career prospects. It validates
your ability to design and implement effective disaster
recovery strategies, a crucial skill in today’s data-driven and
risk-prone business environment. This certification opens up
opportunities for roles such as disaster recovery specialist,
business continuity manager, or IT risk consultant. It also
demonstrates your commitment to ensuring organizational
resilience and preparedness, making you a key player in
safeguarding an organization’s data and IT infrastructure
against potential disasters.
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Training Courses and Learning Objectives

Disaster Recovery Foundation 2 DAYS
Gain knowledge on the disaster recovery plan development process

Disaster Recovery Manager 5 DAYS
Acquire the knowledge and develop the skills necessary to establish a disaster
recovery plan

Lead Disaster Recovery Manager 5 DAYS
Master the skills and enable yourself to help organizations implement, maintain, and
manage an ongoing disaster recovery plan

ENROLL NOW
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Digital Operational Resilience
Act (DORA)

Navigating Your DORA Certification

The Digital Operational Resilience Act (DORA) certification is a
professional credential that validates an individual’s expertise
in developing and managing an ICT risk management
framework by DORA principles, specifically tailored for the
EU financial sector. Earning the DORA certification involves a
comprehensive understanding of the EU’'s DORA regulations
and their application in the financial sector. This journey entails
mastering the intricacies of ICT risk management, familiarizing
oneself with EU-level technical standards, and developing
the skills to effectively implement these standards within
financial institutions. This certification not only enhances your
professional qualifications but also aligns your expertise with
the evolving needs and regulations of the financial sector in the
European Union.

How Does the DORA Certification Benefit You?

Obtaining the Digital Operational Resilience Act certification
significantly enhances your professional standing in the
financial sector. It demonstrates your dedication to mastering
complex ICT risk management within the framework of EU
regulations, making you a valuable asset to employers who
seek expertise in DORA compliance. This certification signifies
your capability to handle emerging ICT risks and implement
effective management strategies, thereby, contributing to
the robustness and resilience of financial institutions. As the
financial landscape continues to evolve, particularly with
increasing digitalization and regulatory changes, this
certification positions you at the forefront of the field, ready to
navigate and excel in these dynamic environments.
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Training Courses and Learning Objectives

DORA Foundation 2DAYS
Understand the fundamental elements of the Digital Operational Resilience Act

Lead DORA Manager 5 DAYS
Master the implementation and management of the operational resilience framework
as outlined by the Digital Operational Resilience Act

Note: The Digital Operational Resilience Act (DORA) training courses are planned to be developed
in 2024. For more information related to their availability, please contact PECB Customer Service.
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Crisis Management

Navigating Your
Crisis Management Certification

Crisis Management Certification is a professional credential
that validates expertise in planning, managing, and
responding effectively to organizational crises. Pursuing a Crisis
Management Certification involves a deep dive into the
strategies and skills required for effectively handling
unexpected and high-pressure situations within organizations.
This certification covers critical aspects of crisis management,
including risk assessment, crisis communication, decision-
making under pressure, and recovery strategies. You will learn
how to develop and implement crisis management plans,
handle media relations during a crisis, and lead teams through
challenging situations.

How Does the Crisis Management Certification
Benefit You?

Obtaining a Crisis Management Certification can significantly
enhance your career, particularly if you are in leadership,
public relations, or risk management roles. This certification
equips you with the skills to effectively manage and mitigate
crises, making you an invaluable asset to your organization,
especially in times of uncertainty. It enhances your leadership
capabilities, decision-making skills, and crisis communication
proficiency. With this certification, you can confidently guide
your organization through crises, protect its reputation, and
ensure business continuity. Furthermore, being certified in crisis
management can lead to career advancement opportunities,
as organizations increasingly recognize the importance of
having skilled professionals who can navigate through and
recover from crises.
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Training Course and Learning Objectives

Lead Crisis Manager 5 DAYS

Develop competencies in planning, establishing, and continually improving strategic
crisis management capabilities
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ISO 22317 Business
Impact Analysis

Navigating Your ISO 22317 Certification

The ISO 22317 focuses on Business Impact Analysis (BIA),
providing a framework for identifying and evaluating the
effects of disruptions on organizational processes. Embarking
on the ISO 22317 Certification journey involves an in-depth
exploration of the principles and methodologies of Business
Impact Analysis as part of business continuity management.
Throughout this certification process, you will learn how to
effectively conduct a BIA, a core element in understanding the
criticality of business processes and the impact of disruptions.
This includes identifying key business functions, determining
dependencies, assessing the potential impact of disruptions,
and prioritizing recovery strategies.

How Does the ISO 22317 Certification
Benefit You?

Achieving ISO 22317 Certification offers substantial benefits,
especially for professionals involved in business continuity,
risk management, and organizational resilience. It validates
your expertise in conducting comprehensive Business Impact
Analyses, a key component in developing effective business
continuity plans. This certification enhances your ability to
identify critical processes and assess the potential impact of
disruptions, making you a vital asset to organizations looking
to minimize the effects of operational interruptions. With this
specialized knowledge, you can play a significant role in
guiding businesses through continuity planning and resilience
building, leading to potential career advancements and
recognition as an expert in business continuity management.
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Training Course and Learning Objectives

1SO 22317 (BIA) Foundation 2 DAYS

Become familiar with the components and phases of a Business Impact Analysis
based on best practices
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Why Choose a Career in Continuity,
Resilience, and Recovery?

— Essential for Business Stability

- Growing Importance
- Rewarding and Impactful

High-Paying Careers in Continuity,
Resilience, and Recovery

Director Crisis Management

Responsible for leading and coordinating the organization’s
response to emergencies and critical situations, ensuring
effective planning, preparedness, and recovery efforts.
Annual Average Salary: U.S. $157,828

Disaster Recovery Manager

Specializes in preparing strategies and plans to recover IT
systems, data, and operations effectively after a disaster.
Annual Average Salary: U.S. $127,243

Business Continuity Manager

This role involves planning and managing programs to
maintain business functions or quickly resume them in the
event of a major disruption.

Annual Average Salary: U.S. $126,602

Chief Resilience Officer (CRO)

The CRO is a top executive who leads the development and
implementation of strategies to manage risks, recover from
disruptions, and ensure organizational resilience.

Annual Average Salary: U.S. $117,139

Resilience Analyst/Consultant

Focuses on analyzing potential threats and developing
strategies to ensure organizational resilience against various
disruptions.

Annual Average Salary: U.S. $98,000

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time due
to various factors.
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PROTECTION

PRIVACY AND DATA PROTECTION

- 1SO/IEC 27701
- GDPR
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PRIVACY AND DATA PROTECTION

LEARN MORE

ISO/IEC 27701 Privacy Information
Management System

Navigating Your ISO/IEC 27701 Certification

ISO/IEC 27701 is a global standard for privacy information
management, providing guidelines for managing and protecting
personal data. The journey to achieve the ISO/IEC 27701 Certification
involves a deep dive into privacy information management systems
(PIMS). This certification process encompasses learning how to
establish, maintain, and continuously improve a PIMS, aligned with
data protection regulations such as the GDPR. You will explore topics
such as data privacy risk assessment, data processing controls,
consent management, and cross-border data transfer.

According to Cisco, 82% of companies consider privacy
certifications such as ISO/IEC 27701 and Privacy Shield as a
purchasing criterion when selecting a product or vendor in

their supply chain.

How Does the ISO/IEC 27701 Certification
Benefit You?

Obtaining an ISO/IEC 27701 Certification can significantly enhance
your professional standing, particularly in the fields of data protection
and information security. It validates your expertise in managing
and safeguarding personal data in compliance with global privacy
regulations. This certification is increasingly sought after in a world
where data privacy is paramount, making you an essential asset to
organizations that handle sensitive personal information. It opens
up opportunities for career advancement in various roles, including
privacy officer, data protection manager, or compliance specialist.
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Training Courses and Learning Objectives

ISO/IEC 27701 Foundation
Understand the fundamental concepts, principles, methods, and techniques used for
the implementation and management of a PIMS

ISO/IEC 27701 Lead Implementer
Acquire the ability to support an organization in planning, implementing, managing,
monitoring, and maintaining a PIMS based on ISO/IEC 27701

ISO/IEC 27701 Lead Auditor
Develop the knowledge and skills to perform a PIMS audit based on audit
best practices

ENROLL NOW ’ SHOP NOW

2DAYS

5 DAYS

5 DAYS
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PRIVACY AND DATA PROTECTION

LEARN MORE

GDPR - Certified Data
Protection Officer (CDPO)

Navigating Your GDPR — CDPO Certification

The GDPR — Certified Data Protection Officer (CDPO) Certification validates
expertise in data protection laws and practices under the EU General Data
Protection Regulation (GDPR). Pursuing the GDPR - CDPO Certification
involves a thorough exploration of GDPR’s requirements and the skills
necessary to effectively manage data protection within an organization.
This certification journey includes understanding the legal framework
of GDPR, the rights of data subjects, the obligations of data controllers
and processors, data protection impact assessments, and data breach
response protocols.

According to Statista, in 2023, approximately €1.6 billion in fines
have been imposed so far due to violations of the General Data
Protection Regulation (GDPR).

How Does the GDPR — CDPO Certification Benefit You?

Obtaining the GDPR - CDPO Certification can significantly enhance your
career, particularly in fields related to data privacy, legal compliance, and
information management. It demonstrates your expertise in GDPR, one of
the most stringent data protection laws globally, making you an invaluable
asset to organizations operating within or about the EU. This certification
enhances your credibility and marketability, opening up opportunities in
various sectors, including tech companies, consulting firms, and public
organizations. With the increasing importance of data privacy and the
growing need for GDPR compliance, being a certified Data Protection Officer
allows you to play a critical role in navigating the complexlandscape of data
protection, leading to potential career advancement and opportunities to
impact significant organizational data privacy strategies.
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Training Courses and Learning Objectives

GDPR Foundation 2 DAYS
Learn the basic elements to implement and manage a compliance framework with
regard to the protection of personal data

GDPR - Certified Data Protection Officer 5 DAYS
Obtain the skills and knowledge necessary to lead all the processes for implementing
a GDPR compliance program in an organization
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TRAINING COURSE CATALOG 2024

Why Choose a Career in Privacy
and Data Protection?

—> Critical in Safeguarding Personal and Sensitive Information
— Rapidly Expanding Field Due to Technological Advancements
— Highly Rewarding with Significant Impact on Business and Society

High-Paying Careers in Privacy and
Data Protection

Chief Privacy Officer (CPO)

A senior executive role responsible for developing and
implementing privacy policies and practices, ensuring
compliance with data protection laws, and managing
data privacy risks.

Annual Average Salary: U.S. $163,170

Privacy Counsel

Provides legal expertise in privacy and data protection matters,
advises on compliance with privacy laws, and handles privacy-
related legal issues.

Annual Average Salary: U.S. $157,002

Privacy Program Manager

Manages the development and execution of privacy programs,
including policies, training, and compliance initiatives.

Annual Average Salary: U.S. $144,791

Data Protection Officer (DPO)

Specializes in overseeing the data protection strategy and
implementation to ensure compliance with GDPR and other data
protection laws.

Annual Average Salary: U.S. $97,275

Privacy Engineer

Develops and implements technical solutions and controls
to ensure the privacy of personal data within IT systems
and applications.

Annual Average Salary: U.S. $87,629

Note: The salary data presented here have been sourced from
Glassdoor and may be subject to change over time due to
various factors.
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Al AND DIGITAL
TRANSFORMATION

ARTIFICIAL INTELLIGENCE
- ISO/IEC 42001

DIGITAL TRANSFORMATION
- Certified Digital Transformation Officer (CDTO)
- 1S0O 27400
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COMING SOON

ISO/IEC 42001
Artificial Intelligence
Management System

Navigating Your
ISO/IEC 42001 Certification

The ISO/IEC 42001 Certification equips professionals
with the expertise to manage and implement artificial
intelligence systems in line with international best
practices. Pursuing an ISO/IEC 42001 Certification
immerses you in the complexities of Almanagement.
This certification, ideal for those involved in
developing or managing Atrtificial Intelligence
Management Systems (AIMS), combines theoretical
knowledge with practical training. It focuses on
the ethical, legal, and efficient application of Al,
preparing you to play a pivotal role in the evolving
landscape of Al technology.

How does the ISO/IEC 42001
Certification Benefit You?

Earning the ISO/IEC 42001 Certification enhances
your credentials as an Al management expert,
underscoring your commitment to responsible Al
use and data security. It prepares you to effectively
handle Al initiatives, ensuring ethical and efficient
management of Al technologies. Additionally, this
certification can open doors to advanced career
opportunities, as you will be recognized for your
specialized skills in a highly sought-after field. Your
expertise in Al management system makes you an
invaluable asset to organizations aiming to leverage
Al technologies responsibly and efficiently.
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Training Courses and Learning Objectives

ISO/IEC 42001 Foundation
Gain knowledge about the fundamental principles and concepts necessary to
implement and manage an AIMS based on ISO/IEC 42001

ISO/IEC 42001 Lead Implementer
Obtain the competencies needed to support an organization in implementing and
maintaining an AIMS based on ISO/IEC 42001

ISO/IEC 42001 Lead Auditor
Acquire the knowledge and skills to perform an AIMS audit by applying widely
recognized audit principles, procedures, and techniques

Note: The ISO/IEC 42001 training courses are planned to be developed in 2024. For more
related to their availability, please contact PECB Customer Service.

2 DAYS

5 DAYS

5 DAYS

information
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LEARN MORE

Certified Digital Transformation
Officer (CDTO)

Navigating Your Digital Transformation Certification

The Digital Transformation Officer Certification is a professional
accreditation that focuses on equipping individuals with the skills
and knowledge needed to lead and manage digital transformation
initiatives in organizations. Embarking on the Digital Transformation
Officer Certification path involves mastering a comprehensive set
of skills critical for driving digital change in modern businesses.
This certification covers strategic planning, the adoption of digital
technologies, change management, digital culture cultivation, and
innovation leadership. You will learn about leveraging technology
to enhance business processes, customer experiences, and overall
organizational efficiency.

How Does the Digital Transformation Officer
Certification Benefit You?

Gaining a Digital Transformation Officer Certification offers significant
career benefits, particularly in an era where digital innovation is key
to business success. It positions you as a leader in digital strategy
and transformation, equipped with the skills to guide organizations
through the complexities of digitalization. This certification enhances
your profile as a forward-thinking professional capable of integrating
the latest digital technologies and practices into business strategies.
It opens up leadership opportunities in a variety of industries, as
companies increasingly seek skilled professionals to lead their digital
transformation efforts.
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Training Course and Learning Objectives

Certified Digital Transformation Officer (CDTO)
Obtain the necessary skills and knowledge to lead and maintain digital
transformation strategies in organizations

ENROLL NOW /

5 DAYS
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ISO/IEC 27400 loT
Security and Privacy

Navigating Your
ISO/IEC 27400 Certification

The ISO/IEC 27400 Certification signifies
expertise in managing the security and privacy
of loT systems and services. Gaining an
ISO/IEC 27400 certification requires mastering
the unique security challenges of 10T systems.
This certification assesses your ability to
safeguard organizations against threats,
emphasizing user privacy and the distributed
nature of IoT. It is increasingly vital for
professionals in loT system management,
highlighting a deep understanding of and
capability to mitigate associated risks.

How Does the ISO/IEC 27400
Certification Benefit You?

An ISO/IEC 27400 Certification enhances
your professional profile by demonstrating
mastery in loT security. It underscores your
commitment to data privacy and compliance
with legal standards, serving as proof of your
skill in managing loT security challenges. This
certification not only elevates your professional
standing but also instills confidence in
employers and stakeholders about your
capabilities in managing the complex security
challenges associated with IoT systems.
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Training Courses and Learning Objectives

ISO/IEC 27400 Foundation 2 DAYS
Gain knowledge on the basic principles of loT security and privacy and ISO/IEC 27400

ISO/IEC 27400 Lead Manager 5 DAYS
Master the management of processes and controls for security and privacy of loT
systems based on ISO/IEC 27400

Note: The ISO/IEC 27400 training courses are planned to be developed in 2024. For more information
related to their availability, please contact PECB Customer Service.
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Why Choose a Career in
Digital Transformation and Al?

— Central to Innovating Business Models
— Key Driver in Modernizing Organizations
- High Demand and Financially Rewarding

High-Paying Careers in Digital
Transformation and Al

Chief Digital Officer (CDO)

A top executive responsible for the adoption of digital
technologies across a business and driving the digital
transformation agenda.

Annual Average Salary: U.S. $212,354

Digital Transformation Director

Responsible for leading the development and implementation of
digital transformation initiatives, working across departments to
ensure technological advancements align with business goals.
Annual Average Salary: U.S. $151,797

Digital Transformation Officer

Responsible for leading and overseeing the integration of digital
technology into all areas of a business, fundamentally changing
how the business operates and delivers value to customers.
Annual Average Salary: U.S. $136,216

Al Engineer

Develops and implements artificial intelligence systems,
integrating technical skills and knowledge in math and statistics
to create advanced Al solutions.

Annual Average Salary: U.S $127,915

Digital Transformation Consultant

Advises organizations on digital transformation strategies,
including technology implementation and change management.
Annual Average Salary: U.S. $119,545

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time due
to various factors.
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ISO 31000 Risk Management

ISO 37001 Anti-Bribery Management System
ISO 37301 Compliance Management System
ISO/IEC 38500 IT Governance

Management System Internal Auditor
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LEARN MORE

uln

ISO 31000
Risk Management

Navigating Your ISO 31000 Certification

The I1SO 31000 Certification is a globally recognized credential
that signifies expertise in risk management principles and
guidelines. The ISO 31000 Certification process involves
mastering a framework for effective risk management,
suitable for all types of organizations. This certification journey
encompasses understanding the principles, framework, and
process of risk management, as outlined in the 1ISO 31000
standard. You will explore risk assessment techniques, risk
treatment options, and how to integrate risk managementinto
an organization’s overall governance, strategy, and planning.

According to the Globe Newswire, the enterprise risk
management market is expected to reach U.S. $6.20
billion in 2026 at a CAGR of 6.5%.

How Does the ISO 31000 Certification
Benefit You?

Obtaining ISO 31000 Certification can significantly enhance
your professional capabilities and career prospects. It
validates your expertise in the field of risk management,
equipping you with the skills to help organizations identify,
assess, manage, and monitor risks effectively. This certification
is highly beneficial for professionals looking to advance in
roles related to risk management, compliance, and strategic
planning. It demonstrates to employers your commitment
to following best practices in risk management and your
ability to contribute to the resilience and sustainability of the
organization.
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Training Courses and Learning Objectives

ISO 31000 Foundation
Gain knowledge on the main components of ISO 31000, principles, and approaches to
managing risks

ISO 31000 Risk Manager
Acquire the skills and knowledge to implement risk management processes and
frameworks in an organization by following the guidelines set out in ISO 31000

ISO 31000 Lead Risk Manager

Develop the competence to successfully implement a risk management process
based on ISO 31000 by also using risk assessment methodologies provided in
ISO 31000

1 ENROLL NOW ’ SHOP NOW

2DAYS

3 DAYS

5 DAYS
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LEARN MORE

ISO 37001 Anti-Bribery
Management System

Navigating Your ISO 37001 Certification

The 1SO 37001 is a globally recognized standard that
demonstrates an organization’s commitment to implementing
an effective anti-bribery management system. Achieving
ISO 37001 Certification involves a comprehensive process of
understanding and applying the standards for establishing,
maintaining, and improving an anti-bribery management
system. This certification journey includes learning about
the principles and practices of bribery risk assessment, due
diligence procedures, financial and non-financial controls, and
implementing policies and procedures to combat bribery. You
will gain insights into how to foster an ethical business culture,
provide training, and ensure effective monitoring and reporting
mechanisms are in place.

How Does the ISO 37001 Certification
Benefit You?

Obtaining the ISO 37001 Certification can be highly beneficial
for your career, especially if you are involved in compliance,
legal, or risk management sectors. It validates your expertise
in implementing and managing an anti-bribery management
system,anddemonstratingyourcommitmentto ethicalbusiness
practices and legal compliance. This certification enhances
your professional credibility and marketability, making you a
valuable asset to organizations seeking to uphold integrity and
prevent corruption. Additionally, as ethical business practices
continue to gain global importance, this certification puts you
at the forefront of combating bribery and corruption, potentially
leading to higher responsibilities, career advancement, and
improved job opportunities in a range of industries.
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Training Courses and Learning Objectives

ISO 37001 Foundation 2 DAYS
Gain knowledge on the concepts and principles of an ABMS based on ISO 37001 and
the structure and components of the standard

ISO 37001 Lead Implementer 5 DAYS
Become competent in successfully implementing and managing an AMBS based on
ISO 37001

ISO 37001 Lead Auditor 5 DAYS
Develop the skills and expertise to audit an ABMS against the requirements of
ISO 37001

ENROLL NOW ’ SHOP NOW -
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The partnership with
PECB has strengthened
our expertise and greatly
contributed to our
success, in delivering
quality training courses in
France and Africa, as

a major player in the
field of information
security audit, consulting,
and training.

MOHAMED ABDOU BELARBI
Director at Mare Nostrum

Advising Groupe
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ISO 37301 Compliance
Management System

Navigating Your ISO 37301 Certification

The ISO 37301 is a certification for compliance management
systems, providing guidelines to help organizations establish,
develop, evaluate, and maintain an effective compliance
management system. Achieving an ISO 37301 certification
involves a systematic approachtounderstand andimplement
compliance standards within your organization. It begins
with a thorough assessment of your existing compliance
processes, identifying areas that need alignment with the
ISO 37301 standard. Training and awareness programs are
crucial for staff at all levels to ensure a deep understanding of
compliance requirements. The process also includes setting
up an effective compliance management system, regular
monitoring, and continuous improvement measures.

How Does the ISO 37301 Certification
Benefit You?

Obtaining SO 37301 certification brings significant
advantages to your organization. It demonstrates a strong
commitment to legal and regulatory compliance, enhancing
your reputation and credibility in the market. This certification
also helps in identifying and mitigating risks associated
with non-compliance, potentially saving your organization
from legal penalties and financial losses. It fosters a culture
of integrity and ethical conduct within the organization,
which can lead to improved employee morale and trust.
Additionally, the ISO 37301 certification can streamline
organizational processes, improve management oversight,
and encourage proactive rather than reactive compliance
strategies, leading to overall operational excellence.
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Training Courses and Learning Objectives

ISO 37301 Foundation
Understand the basic concepts of compliance and the requirements of ISO 37301 for a
compliance management system (CMS)

ISO 37301 Lead Implementer

Develop the competence necessary for the establishment, implementation,
maintenance, and continual improvement of a compliance management system
based on ISO 37301

ISO 37301 Lead Auditor

Acquire the skills and knowledge necessary to conduct audits of compliance
management systems based on ISO 37301 and the guidelines for auditing
management systems provided in ISO 19011 and the certification process presented
in ISO/IEC 17021-1

ISO 37301 Transition
See the differences between 1ISO 19600 recommendations and ISO 37301 requirements
for a compliance management system

—

ENROLL NOW ] SHOP NOW

2DAYS

5 DAYS

5 DAYS

2DAYS
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ISO/IEC 38500 IT Governance

Navigating Your ISO/IEC 38500 Certification

The ISO/IEC 38500 Certification is a credential that signifies
expertise in corporate governance of information technology,
providing guidelines for effective IT management and
usage within organizations. Embarking on the ISO/IEC
38500 Certification process involves gaining an in-depth
understanding of the principles and best practices for IT
governance. This certification journey covers key areas such
as establishing a framework for effective IT governance,
aligning IT with organizational goals, ensuring IT investments
are wise and deliver value, and managing IT-related
risks and compliance. It also includes learning about the
responsibilities of executives and board members in
overseeing IT resources.

How Does the ISO/IEC 38500 Certification
Benefit You?

Obtaining an ISO/IEC 38500 Certification offers significant
benefits for professionals, particularly those in IT leadership,
executive roles, or board positions. It enhances your
ability to govern IT effectively, ensuring that IT resources
are used responsibly and contribute to the achievement
of organizational goals. This certification demonstrates
your commitment to maintaining high standards of IT
governance, improving your credibility and recognition as
a leader in IT management. With organizations increasingly
recognizing the critical role of IT in their strategic planning,
this certification positions you to play a key role in aligning
IT initiatives with business objectives, leading to potential
career advancement and opportunities to influence
significant organizational decisions.
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Training Courses and Learning Objectives

ISO/IEC 38500 Foundation 2 DAYS
Gain knowledge on the best industry practices of IT governance and its key principles
based on ISO/IEC 38500

ISO/IEC 38500 IT Corporate Governance Manager 3 DAYS
Gain a thorough understanding of the core principles for good IT governance based
on ISO/IEC 38500 and the implementation of an effective framework

ISO/IEC 38500 Lead IT Corporate Governance Manager 5 DAYS
Develop the skills and knowledge to successfully evaluate, implement, and monitor
an IT governance model by following the guidelines of ISO/IEC 38500

[ ENROLL NOW ’ SHOP NOW -
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Management Systems
Internal Auditor

Navigating Your CMSIA Certification

The CMSIA (Certified Management Systems Internal
Auditor) Certification is a professional accreditation
that validates expertise in managing and conducting
internal audits within organizations. Embarking on
the CMSIA Certification journey involves gaining
a comprehensive understanding of the principles
and practices of internal auditing. This certification
process covers key areas such as audit planning
and execution, risk assessment, compliance checks,
report writing, and communication skills. You will
learn about the latest tools and methodologies used
in internal audits, ethical considerations, and how to
manage an audit team effectively.

How Does the CMSIA Certification
Benefit You?

Achieving the CMSIA Certification offers significant
benefits for your professional growth, particularly in
the field of internal audit and corporate governance.
It demonstrates your capability to effectively
manage and conduct comprehensive internal audits,
ensuring organizational compliance and operational
efficiency. This certification enhances your credibility
as an audit professional, making you a valuable
asset to any organization seeking to uphold high
standards of accountability and transparency. It
also opens up opportunities for career advancement
into senior management roles within the audit and
finance departments.
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Training Course and Learning Objectives

Certified Management Systems Internal Auditor

Develop the necessary skills to plan and conduct management systems
internal audits

3 DAYS
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Certified Management
Systems Consultant (CMSC)

Navigating Your CMSC Certification

The Certified Management Systems Consultant (CMSC)
certification is a professional accreditation that showcases
an individual's expertise in consulting and supporting
organizations in the establishment and optimization of
management systems. Achieving the CMSC certification
involves mastering a range of skills essential for guiding
organizations in establishing, optimizing, and sustaining
effective management systems. This certification ensures
that you are adept in industry-leading methodologies,
enabling you to provide valuable insights and strategic
direction. As a CMSC, your role is crucial in navigating the
complexities of management systems, offering tailored
solutions that align with an organization’s goals and
regulatory requirements.

How Does the CMSC Certification
Benefit You?

In a landscape where organizations are increasingly seeking
ISO management system standard certifications, the CMSC
certification becomes invaluable. It equips professionals with
the skills necessary for the successful implementation and
operation of management systems, making them highly
sought after by organizations. As a CMSC, you offer strategic
insights and guidance in line with international standards,
assistingin the development of robustmanagement systems.
This not only distinguishes you in your field but also makes
you an indispensable resource for organizations aiming to
optimize their management systems, thereby, advancing
your professional growth and opportunities.
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Training Course and Learning Objectives

Certified Management Systems Consultant 5 DAYS
Develop the skills and gain the necessary knowledge to interpret and implement
management system consultancy practices

Note: The Certified Management Systems Consultant (cmsc) training course is planned to be developed
in 2024. For more information related to their availability, please contact PECB Customer Service.
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Why Choose a Career in GRC?

— Rapidly Evolving Field
—> Essential Roles in Modern Business
— Diverse and Impactful Career Paths

High-Paying Careers in GRC

Chief Risk Officer (CRO)

Responsible for overseeing the organization’s risk
management strategies, identifying potential risks, and
ensuring compliance with laws and regulations.
Annual Average Salary: U.S. $206,921

Risk Management Director

Directs risk management policies

and programs, identifying and analyzing risks that
could impact the organization.

Annual Average Salary: U.S. $143,824

GRC Program Manager

Manages the overall governance, risk, and compliance
program, coordinating across different departments to
ensure alignment with strategic goals.

Annual Average Salary: U.S. $126,905

IT Governance, Risk, and Compliance Manager
Specializes in managing GRC issues related to
information technology, including cybersecurity risks and
IT governance frameworks.

Annual Average Salary: U.S. $124,567

Compliance Officer

Oversees the compliance function, ensuring

the organization adheres to legal standards and
internal policies.

Annual Average Salary: U.S. $87,629

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time due
to various factors.
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As the leading
cybersecurity penetration
testing firm in Asia
Pacific, our collaboration
with PECB has not only
expanded the range of
our training courses but
has also strengthened
our position as a
prominent contender

in the market. PECB’s
industry-leading

training courses have
elevated our capabilities,
allowing us to provide
unparalleled expertise

to our clients from
various industries.

ISSABELL TANG BEI XIN (MS.)

Presales Consultant at

LGMS (LE Global)
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QUALITY, HEALTH, SAFETY
AND SUSTAINABILITY

QUALITY AND MANAGEMENT

N N N N R N %

ISO 9001 Quality Management System

ISO 21502 Project Management

ISO 13485 Medical Devices Quality Management System
ISO/IEC 17025 Laboratory Management System

ISO/IEC 20000 IT Service Management System

Six Sigma Belts

ISO 21001 Educational Organizations Management System
ISO 55001 Asset Management System

ISO 28000 Supply Chain Security Management System

HEALTH AND SAFETY

9

9
9

ISO 45001 Occupational Health and
Safety Management System

ISO 22000 Food Safety Management System
ISO 18788 Security Operations Management System

SUSTAINABILITY

9
9
9

ISO 50001 Energy Management System
ISO 14001 Environmental Management System

ISO 37101 Management Systems for Sustainable
Development in Communities

ISO 26000 Social Responsibility Management System
ISO 20400 Guidelines for Sustainable Procurement
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ISO 9001 Quality
Management System

Navigating Your ISO 9001 Certification

ISO 9001 is an internationally recognized standard that
specifies requirements for a quality management system
(QMs), focusing on consistent performance and customer
satisfaction. Embarking on the ISO 9001 Certification journey
means diving into the principles of quality management that
areuniversally applicabletoany organization,regardless of size
or industry. This certification process involves understanding
and applying the ISO 9001 standard’s requirements, which
include establishing a strong customer focus, the commitment
of top management, the process approach, and continual
improvement. You will learn to develop, implement, and
manage a QMS that enhances operational efficiency, reduces
errors, and ensures quality in products and services.

How Does the ISO 9001 Certification
Benefit You?

Obtaining an ISO 9001 Certification can significantly boost
your professional career, especially in roles related to
quality management, operational efficiency, and customer
satisfaction. It demonstrates your expertise in implementing
and managing a world-class quality management system,
making you a valuable asset to any organization focused
on quality and continuous improvement. This certification
enhances your credibility and marketability in various
industries, as ISO 9001 is a globally recognized mark of quality
excellence. It opens up opportunities for career advancement
into management and leadership roles, as well as positions
you as a key player in driving organizational success.
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Training Courses and Learning Objectives

ISO 9001 Foundation
Gain knowledge on the basic elements to implement and manage a QMS as specified
in 1ISO 9001, as well as the requirements of the standard

ISO 9001 Lead Implementer
Develop the skills and competence to support an organization in implementing,
managing, and maintaining a QMS based on ISO 9001

ISO 9001 Lead Auditor
Develop the skills and competence to perform an ISO 9001 audit of an organization’s
QMS by applying widely recognized audit principles, procedures, and techniques

ENROLL NOW ’ SHOP NOW

2DAYS

5 DAYS

5 DAYS
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QUALITY AND MANAGEMENT

LEARN MORE

ISO 21502 Project Management

Navigating Your ISO 21502 Certification

ISO 21502 is a standard that provides guidelines for effective
project management, enhancing the efficiency and success
rate of projects in various industries. Embarking on the journey
to achieve the ISO 21502 Certification involves mastering the
comprehensive principles and practices of project management
as outlined in the standard. This process covers a range of
key areas including project planning, execution, monitoring,
control, and closure. It emphasizes the importance of effective
communication, stakeholder engagement, risk management,
and resource allocation in managing projects successfully. The
certification process also highlights the need for adaptability and
responsiveness to changes in the project scope or objectives.

How Does the ISO 21502 Certification
Benefit You?

Obtaining an ISO 21502 Certification can significantly benefit
your career by solidifying your expertise in project management
according to international standards. It demonstrates your
capability to manage projects efficiently, effectively, and
consistently, thereby, enhancing your credibility and value as
a project manager. This certification equips you with the latest
best practices in project management, making you more
effective in delivering projects within scope, on time, and within
budget. For professionals seeking leadership roles in project
management, this certification can open doors to advanced
career opportunities across various sectors. It also provides a
competitive edge in the job market, as organizations increasingly
seek certified professionals who can ensure the success of their
projects using globally recognized standards and practices.
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Training Courses and Learning Objectives

ISO 21502 Foundation 2 DAYS
Learn the best practices for the management of projects, as well as the key concepts
and processes related to it

ISO 21502 Lead Project Manager 5 DAYS
Acquire the expertise to lead an organization and its team to implement, manage,
and maintain projects based on ISO 21502
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LEARN MORE

ISO 13485 Medical
Devices Quality
Management System

Navigating Your ISO 13485 Certification

The ISO 13485 Certification is a specialized standard that
demonstrates compliance with quality management
systems for the design and manufacture of medical
devices. The journey to achieving an1SO 13485 Certification
involves gaining an in-depth understanding of the
requirements for a comprehensive quality management
system specific to the medical device industry. This
certification process includes learning about the
standards for designing, developing, producing, and
delivering medical devices that consistently meet both
customer and regulatory requirements. Key focus areas
include risk management, design control, validation
and verification processes, and maintaining effective
production and process controls.

How Does the ISO 13485 Certification
Benefit You?

Obtaining an SO 13485 Certification can significantly boost
your professional value, especially if you are involved in
the medical device industry. It validates your expertise
in adhering to stringent quality management principles
and regulatory requirements specific to this sector. This
certification is crucial for professionals seeking to enhance
their credibility in medical device design, manufacturing,
and quality assurance. It opens up opportunities for career
advancement in quality management roles, regulatory
affairs, and product development within the healthcare
and medical device sectors.
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Training Courses and Learning Objectives

ISO 13485 Foundation
Acquire knowledge on the best industry practices for implementing an MDQMS based
on ISO 13485

ISO 13485 Lead Implementer
Develop the skills necessary to support an organization in implementing, managing,
and maintaining an MDQMS based on ISO 13485

ISO 13485 Lead Auditor
Develop the necessary skills to performm an MDQMS audit by applying widely
recognized audit principles, procedures, and techniques

Note: The update of the training courses has been discontinued for the time being.
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LEARN MORE

ISO/IEC 17025 Laboratory
Management System

Navigating Your ISO/IEC 17025 Certification

ISO/IEC 17025 is an international standard that specifies the general
requirements for the competence, impartiality, and consistent
operation of laboratories. Embarking on the ISO/IEC 17025 certification
process involves a deep understanding of laboratory operations
and the ability to implement a quality management system. This
certification covers critical areas such as technical competence,
equipment calibration, testing methodologies, quality control, and
reporting accuracy. Throughout the certification journey, you will
learn to establish procedures that ensure consistency, reliability, and
accuracy of laboratory tests and calibrations.

According to Precedence Research, by 2030, the global
laboratory information management system market size will
reach around U.S. $3.8 billion and will grow at a compound
annual growth rate (CAGR) of 7.88% from 2022 to 2030.

How Does the ISO/IEC 17025 Certification
Benefit You?

Obtaining an ISO/IEC 17025 certification can significantly benefit your
professional career by enhancing the credibility and recognition of
your laboratory’s capabilities. This certification demonstrates that
your laboratory operates competently and generates valid results,
thereby, increasing trust among clients, regulatory authorities, and
accreditation bodies. It opens up more business opportunities,
as many industries require or prefer ISOf/IEC 17025 accredited
laboratory services. For professionals, this certification can lead to
career advancement, as it shows expertise in managing a laboratory
according to international standards.
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Training Courses and Learning Objectives

ISO/IEC 17025 Foundation
Gain knowledge on the main components to implement an LMS as specified in
ISO/IEC 17025

ISO/IEC 17025 Lead Implementer

Develop the skills and knowledge to assist a laboratory in successfully implementing,
managing, and maintaining an LMS based on the requirements of ISO/IEC 17025

ISO/IEC 17025 Lead Assessor
Become skilled in assessment techniques and lead an ISO/IEC 17025
certification audit

ENROLL NOW ’ SHOP NOW -

2DAYS

5 DAYS

5 DAYS
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LEARN MORE

ISO/IEC 20000 IT Service
Management System

Navigating Your ISO/IEC 20000 Certification

ISO/IEC 20000 is an international standard that
demonstrates excellence and proves best practice
in IT service management. Achieving ISO/IEC 20000
Certification involves a deep understanding and
compliance with the standards of IT service management
(ITSM). This journey includes mastering the principles
of designing, implementing, operating, monitoring,
and improving an ITSM system. You will learn about
aligning IT services with business needs, managing and
delivering services effectively, and improving service
quality continuously.

According to Gartner, Inc., worldwide IT spending is
projected to total U.S. $5.1 trillion in 2024, an increase
of 8% from 2023.

How Does the ISO/IEC 20000 Certification
Benefit You?

Obtaining an ISO/IEC 20000 Certification can significantly
enhance your professional development and career in IT
service management. It validates your expertise in adhering to
an internationally recognized ITSM standard, demonstrating
your capability to deliver high-quality IT services that align
with business objectives. This certification can open up
opportunities for advancement in IT service management
roles, improve your potential for higher earnings, and enhance
your credibility in the field.
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Training Courses and Learning Objectives

ISO/IEC 20000 Foundation
Gain knowledge on the principles and processes of IT SMS implementation

ISO/IEC 20000 Lead Implementer
Develop the skills and competence to implement and manage an IT SMS based
on ISO/IEC 20000

ISO/IEC 20000 Lead Auditor
Develop the skills and acquire the knowledge to plan and conduct IT SMS audits
against the ISO/IEC 20000 requirements

ENROLL NOW ’ SHOP NOW -

2DAYS

5 DAYS

5 DAYS
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LEARN MORE

C Wl

Six Sigma Belts

Navigating Your Six Sigma Certification

The Six Sigma Certification is a quality management certification that
validates expertiseinidentifying and eliminating defects orinefficiencies
in business processes using statistical methods. Embarking on a Six
Sigma Certification journey means delving into a systematic approach
to process improvement through problem-solving and statistical
analysis. The certification typically includes different belt levels -
Yellow, Green, Black, and Master Black — each representing a deeper
level of understanding and practical application of the Six Sigma
methodology. You will learn to define, measure, analyze, improve, and
control (DMAIC) process improvement projects, with a strong emphasis
on data-driven decision-making and quantitative analysis.

According to PMI, in the case of an organization operating at the
three sigma level, this can be interpreted as a success rate of
about 93%, or 66,800 defects per million opportunities (DPMO).

How Does Six Sigma Certification Benefit You?

Obtaining a Six Sigma Certification can significantly enhance your
professional capabilities and career prospects. It equips you with
the skills to identify and reduce errors, improve quality, and optimize
processes in any business operation. This certification is highly valued
across various industries for its emphasis on quality and efficiency,
making it beneficial for professionals in manufacturing, finance,
healthcare, and more. With Six Sigma skills, you can take on roles
such as process improvement manager, quality assurance manager,
or operations manager. It also demonstrates your commitment to
improving business practices, setting you apart in the job market and
potentially leading to higher earning potential and opportunities for
career advancement.
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Training Courses and Learning Objectives

Six SIGMA Yellow Belt

Understand the fundamental principles of Six Sigma, problem-solving tools, and
techniques, as well as the DMAIC process

Six SIGMA Green Belt
Develop the technical knowledge and skills to improve processes in an
organizational setting

2 DAYS

5 DAYS

108


https://store.pecb.com/products/iso-13053-quantitative-methods-in-process-improvement
https://pecb.com/en/partnerEvent/event_schedule_list

QUALITY AND MANAGEMENT
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ISO 21001 Educational
Organizations Management
System

Navigating Your ISO 21001 Certification

ISO 21001 is a global standard focused on educational
organizations management systems, providing guidelines for
delivering and improving educational services. Achieving an
ISO 21001 Certification involves a deep understanding of the
management system for educational organizations (EOMS).
This process encompasses learning how to effectively apply
the standard’s guidelines to enhance the quality of education
and align educational services with learners’ needs. It
covers areas such as curriculum development, teaching
methods, assessment processes, and resource management.
The certification also emphasizes the importance of
inclusivity, accessibility, and the continual improvement of
educational services.

How Does the ISO 21001 Certification
Benefit You?

Obtaining an ISO 21001 Certification can significantly benefit
educators, administrators, and managers in the educational
sector. It validates your expertise in applying international
standards to improve the quality and effectiveness of
educational services. This certification enhances your ability to
design, implement, and manage educational programs that
meet global best practices, making you an invaluable asset
to educational institutions. It demonstrates a commitment to
providing high-quality education, which can lead to improved
student satisfaction and learning outcomes.
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Training Courses and Learning Objectives

ISO 21001 Foundation
Learn the basic elements of implementing an EOMS based on ISO 21001

ISO 21001 Lead Implementer
Develop the necessary skills to support an organization in implementing and
managing an EOMS based on ISO 21001

ISO 21001 Lead Auditor
Gain the skills and knowledge to perform EOMS audits

2DAYS

5 DAYS

5 DAYS
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ISO 55001 Asset
Management System

Navigating Your ISO 55001 Certification

ISO 55001 is a global standard for asset management
systems, focusing on the efficient and effective
management of an organization’s assets throughout
its lifecycle. Pursuing an I1SO 55001 Certification
involves gaining a thorough understanding of the
principles and practices of asset management.
This certification process includes learning how
to develop, implement, maintain, and improve an
asset management system, ensuring that assets
are managed and utilized most effectively. Key
areas of focus include asset management policy,
strategy, planning, implementation, performance
assessment, and continual improvement.

How Does the ISO 55001 Certification
Benefit You?

Achieving an ISO 55001 Certification offers
significant advantages for professionals involved
in asset management, operations, or maintenance.
This certification demonstrates your expertise in
managing assets efficiently and aligning asset
management with the broader strategic goals of the
organization. It equips you with the skills to improve
asset utilization, reduce costs, and enhance the
overallreturn on assetinvestments. For organizations,
having ISO 55001-certified professionals can lead to
improved asset performance, extended asset life,
and reduced risks associated with asset ownership.
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Training Courses and Learning Objectives

ISO 55001 Foundation
Understand the main concepts and elements to implement and manage an asset
management system as specified in ISO 55001

ISO 55001 Lead Implementer
Develop your skills and knowledge to support an organization in implementing,
managing, and improving an AMS based on the requirements of ISO 55001

ISO 55001 Lead Auditor
Become competent to perform audits of an AMS against the requirements of ISO
55001 and to manage a team of auditors

Note: The update of the training courses has been discontinued for the time being.
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QUALITY AND MANAGEMENT

ISO 28000 Supply Chain
Security Management
System

Navigating Your ISO 28000 Certification

ISO 28000 is a global standard for supply chain
security management systems, designed to enhance
security processes and mitigate risks in supply chains.
Embarking on the 1ISO 28000 Certification journey
entails gaining a comprehensive understanding
of supply chain security management principles.
This certification process involves learning how to
implement and manage a security system that
addresses potential security threats at various
stages of the supply chain. Key components of the
certification include risk assessment, development of
security policies, planning and implementing security
measures, and emergency response protocols.

How Does the ISO 28000 Certification
Benefit You?

Gaining an ISO 28000 Certification can significantly
advance your career, especially in fields related to
logistics, supply chain management, and security.
It demonstrates your expertise in managing and
securing supply chains, making you a valuable
asset to any organization that relies on complex
supply networks. With this certification, you can help
companies minimize risks, enhance operational
efficiency, and comply with international supply chain
security standards. It also positions you as a leader
in supply chain security, opening up opportunities for
career advancement and higher responsibilities.
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Training Courses and Learning Objectives

ISO 28000 Foundation
Learn the best practices that contribute to the implementation of a supply chain
security management system as required by ISO 28000

ISO 28000 Lead Implementer
Gain the knowledge and skills to support an organization in establishing,
implementing, and managing a supply chain security management system

ISO 28000 Lead Auditor
Develop the skills and knowledge to perform SCSMS audits against the requirements
of ISO 28000

ISO 28000:2022 Transition
Understand the differences between ISO 28000:2007 and ISO 28000:2022 and acquire
knowledge on the new concepts, requirements, and recommendations

~——.
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TRAINING COURSE CATALOG 2024

Why Choose a Career in
Quality and Management?

— Essential for Ensuring High Standards and Efficiency
- Key to Continuous Improvement in Organizations
— Career Path with Diverse Opportunities and Financial Rewards

High-Paying Careers in Quality
and Management

Chief Quality Officer (CQO)

A top executive role focusing on the overall quality
management strategy, ensuring products and services
meet and exceed standards.

Annual Average Salary: U.S. $161,963

Quality Management Director

Oversees quality management systems, policies, and
procedures, ensuring compliance with industry standards
and regulations.

Annual Average Salary: U.S. $134,492

Quality Systems Manager

Responsible for developing, implementing, and overseeing
quality systems and continuous improvement initiatives.
Annual Average Salary: U.S. $105,315

Quality Assurance Manager

Manages and coordinates quality assurance efforts, focusing
on maintaining product or service quality.

Annual Average Salary: U.S. $102,173

Quality Control Manager

Leads quality control inspections, testing, and procedures
to ensure products meet required specifications.

Annual Average Salary: U.S. $80,980

Note: The salary data presented here have been sourced from
Glassdoor and may be subject to change over time due to
various factors.
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As a partner of

PECB since 2017, we
have witnessed and
benefited from the
continuous growth

and value that this
partnership has brought
to our organization.
PECB’s commitment

to excellence aligns
perfectly with our values,
making this partnership
a truly rewarding
experience.

ULRICH HEUN

Managing Director at
CARMAO GmbH
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HEALTH AND SAFETY

LEARN MORE

ISO 45001 Occupational Health
and Safety Management System

Navigating Your ISO 45001 Certification

ISO 45001 is an international standard that provides a framework for
an effective occupational health and safety management system.
Embarking on the ISO 45001 Certification journey involves mastering
the principles of occupational health and safety management. This
process covers comprehensively assessing workplace hazards,
implementing effective risk mitigation strategies, and promoting
a safe and healthy work environment. The certification focuses
on proactive management of health and safety risks, employee
training, and continuous improvement of safety practices. It also
emphasizes the importance of leadership commitment and worker
participation in creating a safety culture.

According to Gartner, Inc., worldwide IT spending is
projected to total U.S. $5.1 trillion in 2024, an increase
of 8% from 2023.

How Does the ISO 45001 Certification Benefit You?

Obtaining an ISO 45001 Certification offers significant benefits,
particularly for professionals involved in managing workplace
health and safety. It demonstrates your capability to implement
and manage an effective health and safety management system,
reducing workplace risks and enhancing employee well-being. This
certification enhances your value as a professional, showcasing
your commitment to creating safe work environments, which is
increasingly important to organizations worldwide. It opens up career
advancement opportunities in various industries, as employers seek
qualified individuals to help meet health and safety obligations.
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Training Courses and Learning Objectives

ISO 45001 Foundation
Learn the main steps and elements to implement and manage an OH&S MS based on
ISO 45001

ISO 45001 Lead Implementer
Develop the skills and knowledge necessary to implement, manage, and maintain an
OH&S MS based on ISO 45001

ISO 45001 Lead Auditor
Develop the necessary skillset to perform OH&S MS audits by applying widely
recognized audit principles, procedures, and methods

ISO 45001:2018 Transition
Understand the main differences between OHSAS 18001 and ISO 45001 standards

———,
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5 DAYS

2DAYS
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1ISO 22000 Food Safety
Management System

Navigating Your ISO 22000 Certification

ISO 22000 is an international standard that specifies
the requirements for a food safety management
system, ensuring safe food production and supply
chains. Embarking on ISO 22000 Certification
involves a comprehensive journey through the
principles of food safety management. This
certification process includes understanding and
implementing critical elements such as hazard
analysis, critical control points (HAccP), and effective
food safety policies. It covers various aspects of food
safety, including microbiological, chemical, and
physical food hazards, and the ways to control them.

How Does the ISO 22000 Certification
Benefit You?

Obtaining an ISO 22000 Certification can
significantly enhance your professional value in
the food industry. It demonstrates your expertise in
managing food safety risks and your commitment
to producing safe, high-quality food products. This
certification is highly valued by employers in the
food sector, as it assures them that you are proficient
in implementing and managing an effective food
safety management system. It opens up opportunities
for career advancement in food safety, quality
assurance, and supply chain management roles.
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Training Courses and Learning Objectives

ISO 22000 Foundation
Gain knowledge on the main elements and best industry practices on implementing
an FSMS based on ISO 22000

ISO 22000 Lead Implementer
Develop the skills and knowledge to successfully implement, manage, and maintain
an FSMS based on the requirements of ISO 22000

ISO 22000 Lead Auditor
Master the audit techniques to successfully conduct FSMS audits

ENROLL NOW ’ SHOP NOW -

2DAYS

5 DAYS

5 DAYS
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ISO 18788
Security Operations
Management System

Navigating Your ISO 18788 Certification

The ISO 18788 Certification provides a framework for
establishing, implementing, operating, monitoring,
reviewing, and improving the management of security
operations. Embarking on the 1SO 18788 Certification
journey entails acquiring a comprehensive understanding
of the management system for private security operations.
This certification process involves learning how to develop
and implement policies and procedures that align with
the protection of human rights, ensure quality and ethical
business practices, and support security operations
consistency. The course covers risk assessment, client
and community engagement, incident management, and
continual improvement practices.

How Does the ISO 18788 Certification
Benefit You?

Achieving an ISO 18788 Certification can significantly
enhance your professional credentials, particularly in the
field of security management. It validates your ability to
manage security operations effectively while adhering to
international best practices and legal requirements. This
certification broadens your understanding of key concepts
in private security operations making you a valuable
asset to organizations that require high standards of
security management. It not only improves your capability
to deliver quality and ethical security services but also
demonstrates your commitment to protect human rights
within the security sector.
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Training Courses and Learning Objectives

ISO 18788 Foundation

Become acquainted with the fundamentals of a SOMS and best practices to

implement and manage one, based on ISO 18788

ISO 18788 Lead Implementer

Develop the skills and knowledge to support an organization in implementing,
managing, and maintaining a SOMS based on ISO 18788

1ISO 18788 Lead Auditor

Develop the necessary skills to perform a SOMS audit by applying widely recognized

audit principles, procedures, and techniques

Note: The update of the training courses has been discontinued for the time being.
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Why Choose a Careerin High-Paying Careers in Health and Safety
Health and Safety?

Environmental, Health, and Safety Director
Leads the strategic planning and implementation of health

— Crucial for Ensuring Workplace Safety and Health Standards
—> Vital in Preventing Injuries and Occupational Hazards
- Profession with Rewarding Impact and Financial Benefits

and safety policies to ensure a safe working environment.
Annual Average Salary: U.S. $122,508

Chief Safety Officer (CSO)

Responsible for overseeing comprehensive safety
policies and programs across an organization.
Annual Average Salary: U.S. $120,938

Health and Safety Manager

Manages and coordinates health and safety programs,
ensuring compliance with laws and regulations.
Annual Average Salary: U.S. $98,097

Occupational Health and Safety Specialist
Focuses on identifying and mitigating workplace
hazards, conducting safety training, and ensuring
regulatory compliance.

Annual Average Salary: U.S. $80,724

Environmental Health and Safety Manager (EHS Manager)
Oversees programs to ensure environmental, health, and
safety compliance in the workplace.

Annual Average Salary: U.S. $79,083

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time
due to various factors.
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LEARN MORE

ISO 50001 Energy
Management System

Navigating Your ISO 50001 Certification

ISO 50001 is an international standard that specifies
requirements for establishing, implementing,
maintaining, and improving an energy management
system. Embarking on the ISO 50001 Certification
journey entails mastering a framework for efficient
energy management within organizations. This
process involves understanding the principles of
energy management, including the development
of an energy policy, setting achievable energy
targets, and designing action plans to reach
these goals.

How Does the ISO 50001 Certification
Benefit You?

Obtaining an ISO 50001 Certification can provide
significant benefits, particularly in sectors where energy
use is a major operational component. It demonstrates
your capability to implement and manage an effective
energy management system, leading to cost savings,
improved energy efficiency, and reduced environmental
impact. This certification enhances your professional
value by showcasing your commitment to sustainable
practices and energy conservation. It can lead to
opportunities in roles focused on environmental
management, sustainability, and operational efficiency.
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Training Courses and Learning Objectives

1ISO 50001 Foundation

Learn the main elements to implement and manage an EnMS

ISO 50001 Lead Implementer

Gain the skills and knowledge to support an organization in establishing,
implementing, managing, and maintaining an EnMS

ISO 50001 Lead Auditor

Acquire the knowledge and skills to plan and conduct EnMS audits by applying widely

recognized audit principles, procedures, and techniques

Note: The update of the training courses has been discontinued for the time being.
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ISO 14001 Environmental
Management System

Navigating Your ISO 14001 Certification

ISO 14001 is an internationally recognized standard for
environmental management systems (EMS), focusing
on sustainable practices and reducing environmental
impact. Embarking on the I1SO 14001 Certification journey
involves a comprehensive understanding of environmental
management systems and their implementation. This
process includes learning how to develop, maintain,
and continually improve an EMS, ensuring it effectively
manages environmental aspects and impacts associated
with organizational activities. Key elements of the
certification include assessing environmental impacts,
setting and achieving environmental objectives, complying
with relevant laws and regulations, and promoting
sustainable practices.

How Does the ISO 14001 Certification
Benefit You?

Obtaining an ISO 14001 Certification can greatly enhance
your professional profile, especially in sectors where
environmental stewardship is prioritized. It demonstrates
your expertise in managing and improving environmental
performance, making you a valuable asset to organizations
seeking to minimize their environmental footprint.
This certification can lead to career advancement
opportunities in environmental management, compliance,
and sustainability roles.
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Training Courses and Learning Objectives

ISO 14001 Foundation
Gain knowledge on the main elements to implement and manage an EMS as
specified in ISO 14001

ISO 14001 Lead Implementer
Acquire the necessary knowledge for supporting an organization in implementing,
managing, and maintaining an EMS as specified in ISO 14001

ISO 14001 Lead Auditor
Develop the necessary skills to perform a SOMS audit by applying widely recognized
audit principles, procedures, and techniques

1 ENROLL NOW ’ SHOP NOW

2DAYS

5 DAYS

5 DAYS
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ISO 37101 Management
Systems for Sustainable
Development in Communities

Navigating Your ISO 37101 Certification

ISO 37101 is a global standard that provides a framework
for sustainable development in communities, focusing
on enhancing economic, social, and environmental
outcomes. Embarking on the ISO 37101 Certification
journey involves gaining an in-depth understanding of
sustainable development principles and their application
within communities. This certification process covers
strategic planning, implementation, and evaluation of
policies and practices aimed at improving sustainability. It
includes learning about community engagement, resource
management, environmental protection, and economic and
social development.

How Does the ISO 37101 Certification
Benefit You?

Obtaining an ISO 37101 Certification can significantly
enhance your professional capabilities and career prospects,
especially in fields related to urban planning, environmental
management, and community development. It demonstrates
your expertise in creating and implementing strategies for
sustainable development, making you a valuable asset to
municipalities, government agencies, and non-governmental
organizations. This certification enables you to contribute
effectively to the creation of sustainable, resilient, and
prosperous communities.
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Training Courses and Learning Objectives

ISO 37101 Foundation
Learn the fundamentals of sustainable development in communities based on
ISO 37101

ISO 37101 Lead Implementer
Help communities develop in a sustainable way through the implementation of a
management system based on ISO 37101

ISO 37101 Lead Auditor
Develop a thorough understanding of the management system audit process,
approaches, and techniques used in ISO 37101 management system audits

ENROLL NOW ’ SHOP NOW -

2DAYS

5 DAYS

5 DAYS
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SUSTAINABILITY

LEARN MORE

ISO 26000 Social Responsibility
Management System

Navigating Your ISO 26000 Certification

The ISO 26000 Standard is a guideline on social responsibility
that helps organizations operate ethically and transparently
that contributes to the health and welfare of society. Embarking
on the ISO 26000 Certification journey involves understanding
and integrating social responsibility into an organizations’
values and practices. This process includes learning about
the principles of social responsibility, such as ethical
behavior, transparency, respect for stakeholder interests, and
environmental sustainability. You will explore how to implement
these principles in various operational aspects, including
decision-making processes, corporate governance, and
community engagement.

How Does the ISO 26000 Certification
Benefit You?

While 1SO 26000 is a guidance standard, understanding
and applying its principles can significantly benefit
professionals and organizations. For professionals, it
enhances your capability to guide an organization in ethical
practices, corporate social responsibility, and sustainable
development, making you a valuable asset in today’'s
socially-conscious business environment. Organizations
that adhere to 1SO 26000 principles can improve their
reputation, strengthen stakeholder relationships, and
enhance sustainability.
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Training Courses and Learning Objectives

ISO 26000 Foundation 2 DAYS
Learn the best practices for guiding organizations to operate in a socially
responsible way

Lead ISO 26000 Manager 5 DAYS
Gain comprehensive knowledge and skills in the field of Social Responsibility, as
outlined in the ISO 26000 standard

Note: The Lead ISO 26000 Manager training course is planned to be developed in 2024. For more
information related to its availability, please contact PECB Customer Service.
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SUSTAINABILITY

LEARN MORE

ISO 20400 Guidelines for
Sustainable Procurement

Navigating Your ISO 20400 Certification

ISO 20400 is a standard for sustainable procurement,
guiding organizations in making procurement processes
socially, economically, and environmentally sustainable.
Embarking on the ISO 20400 Certification journey
involves gaining a comprehensive understanding of
sustainable procurement principles and practices. This
process covers strategies for integrating sustainability
into procurement policies, decision-making processes,
and throughout the supply chain. You will explore
topics such as assessing the environmental, social, and
economic impacts of procurement choices, engaging
stakeholders effectively, and fostering transparency
and accountability.

How Does the ISO 20400 Certification
Benefit You?

Achieving an ISO 20400 Certification can significantly
enhance your professional standing in fields related
to procurement, supply chain management, and
sustainability. It demonstrates your commitment to and
expertise in sustainable procurement, a growing area of
importanceinglobal business practices. This certification
enhances your ability to make procurement decisions
that are environmentally sound, socially responsible,
and economically viable, thereby contributing to the
overall sustainability goals of your organization.
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Training Course and Learning Objectives

ISO 20400 Lead Manager 5 DAYS

Help organizations integrate sustainability into their procurement policies
and practices
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TRAINING COURSE CATALOG 2024

Why Choose a Career in
Sustainability?

—> Critical in Addressing Environmental Challenges
- Growing Demand in Various Industries

- Offers Opportunities to Make a Positive Impact on the Planet and Society

High-Paying Careers in Sustainability

Chief Sustainability Officer (CSO)

Top executive role responsible for incorporating
eco-friendly practices into an organization’s strategy
and operations.

Annual Average Salary: U.S. $108,738

Director of Sustainability

Oversees and implements sustainability initiatives and
programs across an organization.

Annual Average Salary: U.S. $124,770

Environmental Program Manager

Manages environmental programs, focusing on
sustainability goals and environmental impact.
Annual Average Salary: U.S. $102,285

Sustainability Consultant

Advises businesses on developing and executing strategies
for sustainable practices.

Annual Average Salary: U.S. $71,514

Sustainability Analyst

Analyzes and reports on an organization’s sustainability
performance and develops strategies to improve it.
Annual Average Salary: U.S. $66,973

Note: The salary data presented here have been sourced
from Glassdoor and may be subject to change over time
dueto various factors.
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Our company Business As Usual in
Australia has been in partnership
with PECB since 2012. Being able
to offer our global Business
Continuity, Risk Management,
and Information Security
consultancy clients with staff

ISO certification opportunities
has been a very welcome

added value. Additionally, we
have experienced consistent
expansion and growth from PECB
as an organization, supported by
strong levels of customer service,
professionalism, and innovation.
We are very content with our
partnership and look forward to
a bright future with PECB.

RINSKE GEERLINGS

Founder and Principal
at Business as Usual
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Introducing Technical “
Cybersecurity Courses! \

Get ready to level your cybersecurity game with our new
PECB Technical Cybersecurity Courses, launching in 2024!

What to Expect?

v/ Cutting-edge Curriculum
v/ Hands-on Learning
v All-in-one Online Lab Solution

v Globally Recognized Certifications

DO NOT MISS OUT — REVOLUTIONIZE YOUR CYBERSECURITY JOURNEY WITH US!



TRAINING COURSE CATALOG 2024

Examination and
Certification

Embarking on the Exam Journey

Dive into the pivotal step of the PECB certification journey
with our exams crafted to evaluate your critical thinking
and problem-solving skills. Available worldwide through
esteemed partners and distributors, we offer two convenient
formats to cater to your needs:

> Paper-based: Exams are provided on paper to
candidates. The use of electronic devices, such as
laptops, tablets, smartphones, etc., is not allowed.
The exam session is supervised by a PECB Approved
Invigilator at the premises where the Partner organized
the training course.

> Online: Exams are provided electronically via the PECB
Exams application to candidates. The use of electronic
devices, such as tablets and smartphones, is not allowed.
The exam session is supervised remotely by a PECB
Online Invigilator via the PECB Exams application and
external/ integrated camera.
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PECB Exam Types

— Multiple-choice, closed-book: where the candidates are not allowed to use
any reference materials. Usually, Foundation and Transition exams are of
this type

- Essay-type, open-book: where candidates are allowed to use the following
reference materials:
» A hard copy of the main standard
» Training course materials (accessed through PECB Exams app
and/or printed)
» Any personal notes taken during the training course (accessed through
PECB Exams app and/ or printed)
» A hard copy dictionary
- Multiple-choice, open-book, where candidates are allowed to use the
following reference materials for both exam types:
» A hard copy of the main standard
» Training course materials (accessed through PECB Exams app and/or
printed)
» Any personal notes taken during the training course (accessed through
PECB Exams app and/ or printed)
» A hard copy dictionary

Note: Essay-type open-book exams are transitioning to multiple-choice open-
book exams. Open-book exams feature scenario-based questions, evaluating

candidates’ abilities to apply, analyze, and evaluate information effectively.

Depending on the type of examination scheme, the duration of

the exam varies:

Foundation Exams:
Manager Exams:

Lead Exams:

Technical Cybesecurity Exams

1THOUR

2 HOURS

3 HOURS

6 HOURS

Note: Both online and paper-based exams have the same duration as

noted above.

To begin the process and attend our training courses, you can:
— Find a training course provider in your region, by checking our

Partners List.

— Sign up for a PECB training course and exam from our Event Schedule.

—> Check the list of PECB Exams.
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TRY IT NOW

PECB Exams Application

PECB Exams is a reliable and secure online testing platform
that enables you to complete exams from any location, at
your convenience, as long as you meet the requirements
set by PECB. It offers a user-friendly and eco-friendly option
for exam takers, with features such as:

— Flexible and cost-effective choice

— Instant and accurate evaluation and faster results

— Increased security and privacy

PECB offers three editions of exams through its extensive
network of partners and certified trainers:

- PECB Exams: For candidates taking online certification
exams at their convenience, monitored by PECB's
online invigilators.

- PECB Exams — ATC: For partners managing private
online certification exams in their testing centers,
without external webcams or microphones, using
security camera feeds to ensure compliance.

— PECB Exams - Technical: For candidates taking
technical cybersecurity certification exams online,
with PECB invigilation and practical lab opportunities
for Lead Ethical Hacking candidates via virtual
machines and PECB X2GO
client software.

LEARN MORE
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Gain Professional Credibility by
Maintaining Your Certification

In an increasingly competitive global business landscape,
maintaining PECB certification signifies professional credibility,
showcasing ongoing commitment and expertise in your field.

This continuous certification helps you:

— Demonstrate Commitment and Recognition - Maintaining
your certification showcases competency, commitment to
professionalism, and ongoing learning.

— Increase Career Opportunities - A well-maintained
certification sets you apart during hiring, ensuring you stand
out on the field.

— Increase Earning Potential - Continuously maintaining your
certification enhances marketability and earning potential,
proving your professional commitment.

— Stay Up-to-Date - Stay ahead by acquiring knowledge
on new industry trends, showcasing your commitment to
staying up-to-date, and integrating this knowledge into
your work strategies.
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Do You Have More
than Five Certifications
with PECB?

PECB has an Annual Maintenance Fee (AMF)
discount program for candidates who have
obtained more than five certifications with
PECB. For example, if a candidate has eight
certifications, they will be required to pay the
AMFs only for the five certifications in a cycle.
For all the other certifications in that cycle, the
AMF is omitted.

For additional information, you can read the
Certification Maintenance Policy.
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Elevate Your Professional
Journey with PECB Platforms

elLearning
MyPECB

PECB Skills
PECB Store

Pool of Auditors

R




LEARN MORE

elLearning

A Custom-Made Exclusive Platform to Fit
Your Learning Style

PECB's eLearning platform offers customized online training
courses designed to accommodate various learning styles
and lifestyles. This digitalized teaching method enhances
efficiency and quality of learning, catering to different
preferences. It provides access to comprehensive course
materials developed with input from professionals and
experienced trainers across various fields.

elearning offers a flexible and accessible approach to
training and examination, entirely conducted online. It
provides:

- 24/7 access to training courses, allowing you to
study at your own pace, without the constraints of
schedules, travel, or work absences

—> Unlimited access to course materials

- Concise 20-minute video sections for easy learning
and retention
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LEARN MORE

Introducing myPECB:
The Ultimate Platform for
Professional Growth in 2024!

As of 2024, the KATE app will be replaced and no longer
be available. Nevertheless, you as Partners, Trainers, and
Members can continue to retrieve and access course
materials directly from the myPECB Dashboard.

Explore the Future with myPECB

Seamless Integration: Experience a unified platform
for Partners, Trainers, and Members

Innovative Features: Discover new functionalities
such as the Training Course Delivery Formats Tab and
Invigilator Dashboard

Enhanced Efficiency: Enjoy automated approvals for
online exams and timely exam reminders.

Streamlined Processes: Benefit from the phasing out
of coupon codes for a more efficient exam experience

Upgraded Experience: Explore the redesigned ‘My
Certifications Page’ and the new ‘Authorized Testing
Center’ option

User-Friendly Design: Navigate easily with a platform
built for your convenience

Ready to embark on a journey of professional growth?
Sign up for myPECB now and take the first step towards
unlocking a world of possibilities.
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PI=CIB skius®

PECB Skills is a new dynamic and forward-thinking micro-learning platform tailored to professionals seeking to elevate
their skills.

- Expert-Led Learning: Access over 600 interactive video - Accredited Certification: Gain ANAB-accredited
capsules from industry leaders certificates to showcase your expertise

- Comprehensive Topics: Dive into subjects such as Risk - Flexible Learning: Tailored for industry professionals,
Management, GDPR, Cybersecurity, and more business leaders, educators, and teams

- Interactive Experience: Engage with dynamic lessons, — Structured Roadmap: Follow a clear path from capsules to
quizzes, and practical activities modules, and competency certificates

— Progress Tracking: Monitor your learning journey with - CPD Credits: Earn credits with module completion and
intuitive analytics Essentials Certificates

START YOUR JOURNEY WITH A 7-DAY FREE TRIAL



https://sso.mypecb.com/Account/Login?ReturnUrl=%2Fconnect%2Fauthorize%2Fcallback%3Fclient_id%3Dend-user-app%26redirect_uri%3Dhttps%253A%252F%252Fmypecb.com%252Flogin-callback%26response_type%3Dcode%26scope%3Dopenid%2520profile%2520optimus-core%2520offline_access%26nonce%3Dbc65175a6641e37490a1158769856ebf37scDJOTE%26state%3D3f78f777a187525b0e447f721578021187Y39vfZD%26code_challenge%3Dhfw3nZHut7BZQcAY5jmSODjEnQ1taNRJaUClPSyoLHQ%26code_challenge_method%3DS256%26allowSignUp%3Dtrue%26returnUri

LEARN MORE

Pool of Auditors

Pool of Auditors is a unique platform designed to
connect Certification Bodies and Auditors.

For Certification Bodies, The PECB Pool of
Auditors platform offers:

Access to a larger pool of qualified auditors
Streamlined recruitment process
Enhanced flexibility

Guaranteed quality assurance

Cost saving

NN N AR\

For Auditors, The PECB Pool of Auditors
platform offers:

- Increased visibility
- Diverse assignment opportunities
- Networking and collaboration
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Pl=CIB store
4 Years of Excellence

Established in October 2019, PECB Store has
experienced rapid growth, evolving into a
premier gateway for I1SO industry products
and limitless opportunities!

From our curated collection of toolkits, eBooks,
introduction courses, conference tickets
and an easy access to over 3,000 ISO and
IEC standards with just a click, we take pride
in being a go-to support in embracing the
industry’s best practices.

With a client-centric focus, we are dedicated
to fostering their growth and elevating the
industry experience, ensuring it's not just
enjoyable but truly exceptional.

SHOP NOW
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1SO/IEC 27001:2022 PECB GDPR
- e Implementation

Toolkit

IS0 IEC 27701:2018
Bundle

SHOP NOW SHOP NOW SHOP NOW
Standard Bundle Toolkit
ISO/IEC 27001:2022 ISO/IEC 27701:2019 PECB GDPR Implementation Toolkit
Information security, cybersecurity The ISO/IEC 27701 Bundle This Toolkit offers effective strategies
and privacy protection — includes a toolkit, standard, for assigning roles and meeting data
Information security management and introductory training privacy requirements efficiently.
systems — Requirements course by PECB.

$143 $665 $495

Stay ahead of the curve by staying informed about the latest industry.trends. Do not miss the®©pportunity
to equip yourself and your organization with the most recent publications of. ISO and IEC Standards,
PECB products, and a variety of tools tailored to your expertise:

Visit us at PECB Store to browse our products or reach out to us at store@pecb.com.
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