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INFORMATION SECURITY IS0 27001:2013

SUMMARY

This two day course enables the participants to learn about the best practices for implementing and
managing an Information Security Management System (ISMS) as specified in ISO/IEC 27001:2013, as
well as the best practices for implementing the information security controls of the eleven domains of the
ISO 27002. This training also helps to understand how ISO 27001 and ISO 27002 are linked with ISO 27003
(Guidelines for the implementation of an ISMS), ISO 27004 (Measurement of information security) and
ISO 27005 (Risk Management in Information Security).

TARGET AUDIENCE

Information security officers O Project managers and consultants wanting to
master the ISMS audit process

O

O Compliance officers
O CxO and senior managers responsible for the
O Data privacy officers governance of an enterprise and the management
of its inherent risks

O

Internal auditors
O Members of information security teams
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Auditors wanting to perform and lead ISMS
certification audits O Trainers in information security

PREREQUISITES

Knowledge of and experience with ISO/IEC 27001:2005

O

O

Knowledge of and experience with ISO/IEC 27002:2005
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LEARNING OBJECTIVES

Understand why ISO/IEC 27001:2005 and ISO/IEC 27002:2005 have been revised

Understand the new structure of ISO/IEC 27001:2013

Learn about the advantages and disadvantages of ISO/IEC 27001:2013 as compared to ISO/IEC 27001:2005
Understand the new organization of ISO/IEC 27002:2013

Learn about the advantages and disadvantages of ISO/IEC 27002:2013 as compared to ISO/IEC 27002:2005
Understand the future role of ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005

Learn how to estimate the effort to transit from 1ISO/IEC 27001:2005 to ISO/IEC 27001:2013 certification

Understand the transitional arrangement of certification from ISO/IEC 27001:2005 to ISO/IEC 27001:2013

COURSE CONTENT

Rational for revision of ISO/IEC 27001:2005 and ISO/IEC 27002:2005

The high-level structure, identical sub-clause titles, identical text, common terms, and core definitions of
ISO/IEC 27001:2013 as defined in Annex SL of ISO/IEC Directives, Part 1, Consolidated ISO Supplement

Comparison of the structure of ISO/IEC 27001:2013 with that of other management systems
Advantages and disadvantages of ISO/IEC 27001:2013 as compared to ISO/IEC 27001:2005

Advantages and disadvantages of ISO/IEC 27002:2013 as compared to ISO/IEC 27002:2005

O Mapping of ISO/IEC 27001:2005 clauses to ISO/IEC 27001:2013 clauses

Mapping of ISO/IEC 27002:2005 clauses to ISO/IEC 27002:2013 clauses
Future role of ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005

Estimate of effort to transit from ISO/IEC 27001:2005 to ISO/IEC 27001:2013 certification

O Transitional arrangement of certification from ISO/IEC 27001:2005 to ISO/IEC 27001:2013

EXAMS

At the end of the training course, candidates can take the “Certified ISO/IEC 27001:2013 Foundation” Exam
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