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. N . When Recognition Matters

PECB CERTIFIED ISO/IEC 27032
LEAD CYBERSECURITY MANAGER

MASTERING THE FUNDAMENTAL PRINCIPLES, CONCEPTS, APPROACHES, STANDARDS,
METHODS, AND TECHNIQUES TO SET UP AND EFFECTIVELY MANAGE A CYBERSECURITY
PROGRAM WITHIN AN ORGANIZATION BASED ON ISO/IEC 27032.

SUMMARY

This five day intensive course enables the participants to develop the knowledge and competence needed to support an
organization in implementing and managing a Cybersecurity program based on ISO/IEC 27032 and NIST Cybersecurity
Framework. This training will enable participants to have an overview of Cybersecurity, to understand the relationship between
Cybersecurity and other types of security, and stakeholders’ role in Cybersecurity. This course can be used as a guidance to
address common Cybersecurity issues, and it presents a framework that enables stakeholders to collaborate on resolving
Cybersecurity issues.

COURSE AGENDA

Day 1 | Introduction to Cybersecurity and related concepts as recommended by ISO/IEC 27032

Day 2 | cybersecurity Policy and Risk Management

Day 3 | Cybersecurity Controls, Information Sharing and Coordination

Day 4 | Incident Management, Monitoring and Continuous Improvement

Day 5 | Certification Exam

The “PECB Certified ISO/IEC 27032 Lead Cybersecurity Manager” exam is available in English only.
The candidates who do not pass the exam will be able to retake it for free within 12 months from the initial exam date.

After successfully completing the exam, participants can apply for the credentials of PECB Certified ISO/IEC 27032 Lead
Cybersecurity Manager

GENERAL INFORMATION

Exam and certification fees are included in the training price

A student manual containing over 400 pages of information and practical examples will be distributed to participants
A participation certificate of 31 CPD (Continuing Professional Development) credits will be issued to participants

In case of failure of an exam, participants are allowed to retake the exam for free under certain conditions
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For additional information, please contact us at info@pech.com or visit www.pecb.com



